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PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

1. BBegeHue

HacToAwmin AOKYMEHT npeactasaser coboil pPyKOBOACTBO MO YCTAaHOBKeE M
HacTpolike cuctembl E-IMS Core.

,ﬂ,aHHbIm AOKYMEHT npeaHa3HadyeH AnAa CUCTEMHbLIX aAMWHUCTPATOPOB U
OMbITHbIX NO/Ib30BaTENEN.

MepBWYHas yCTaHOBKA M HACTPOWMKa CUCTEMbI OCYLLECTB/AKTCA CEPBUCHOM
KomaHaon 000 «Tencodpt».

JOKYMeHT 3aTparnsaeT cieaytolime acneKTbl:

=  (0630p CUCTEMBDI.

= ApXUTEKTypa pelleHus.

=  OnucaHMe NOACMCTEM CUCTEMBbI.

=  OnucaHue yCTaHOBKM KOMMOHEHTOB CUCTEMbI.
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2. 0630p cuctembl

Cuctema IMS Core npeactaBnseT coboM KOMMYTALMOHHYIO NAaTopMy, KOTopasn
obecneunsaeT nepenady My bTUMELANNHON MHOOPMALMM B CETAX 3/1EKTPOCBA3N
C KOMMYTaLMel NakeToB Ha ocHose npoTokona IP (Internet Protocol). Cnuctema
obecneunBaeT GYHKUMOHANBHOCTb PA3/IMYHbIX TETEKOMMYHUKALMOHHBIX YCAYT,
Takux Kak: VolP (Voice over IP - TexHonorma nepegaym ronoca B IP-cetax), VoLTE
(Voice over LTE - TexHonorus nepegayv rosoca B MobuabHOM cetn 4-oro
nokoneHua ctaHgapta LTE), VoWiFi (Voice over WiFi - TexHonorva nepegaym
rosioca B JIOKanbHOM bHecnpoBogHoM ceTn cTaHgapTa WIiFi), MrHOBEHHbIX
COOBLIEHMI, @ TaKKe AOMONHUTENbHbLIX YCAYr CBA3W (onpeaesneHne HoMepa,
nepeajgpecalms, 3anpeT BbI30BOB 1 Ap.). [03BONAET peann3oBaTb HE3aBUCHMMbIN
OT TEexXHONOrMM A0CTYyNa MEXaHW3M NPeaocTaBAeHUA  YCAYr, KOTOpbI
npeaocTaBifaeT BO3MOMKHOCTb 33[€MCTBOBATbL B CETU CEPBUCHbIE MAaTGOPMbI
CTOPOHHMX MOCTABLLMKOB YCAYT.

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe
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3. ApxuteKtypa cuctembl

Ha pucyHke 1 npeacTasneHa obulas apxMTeKTypa CUCTEMbI.

IMS E-Core — o6ijan cxema apxuTekTypsi IMS cetn

IMS tender scope Y1

MS ted Y2

STS (Homer)

/" WebRTC Access

( 'WAF

) |

w2

elM5-AGW
ICE, STUN, TURN

InterNet

w3

atthescheme.

“Mb IT protoc

protocols ppi

Puc. 1. Apxutektypa cetn IMS

K 6a30BbiM 3nemeHTamM apxuTeKTypbl cetu IMS Core oTHOCATCA OYHKUMM,
ONUCaHHble fanee.

Call Session Control Function (CSCF) — dyHKUMA ynpaBieHNA ceaHCOM CBA3M U
MapLLpyTU3aLmen.

Tunbl CSCF:

= npokcu CSCF (proxy CSCF — P-CSCF);
= ob6cnyumBatowmin CSCF (serving CSCF — S-CSCF);
=  3anpawwusatowmin CSCF (interrogating CSCF — [-CSCF);

Kaxabln Tun CSCF BbINOAHAET CBOW CNeumanm3npoBaHHble 3a4a4M, HO BCE OHM
MOTYT:

"  reHepupoBaTb TapudMKaumoHHble aaHHble (CDR);
" HanpasAATb TapUbUKaUMOHHbIE AaHHble B GyHKUMK offline TapmudmKkaumm.
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E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe

O6wwas ponb CSCF:

" yyacTMe B NpoLeccax perncTpaumm aboHeHTCKOro TepMMHana B CeTH;
= yCTaHOBAEHWE Cceccuu;
= obecneyeHne mexaHunsma SIP mapwpyTmnsaumm.

BGCF — o04AWH M3 KAOYEBbIX 3S/EMEHTOB CUCTEMbI, obecneuymBatoLni
B3aMmozaencTene aapa IMS 1 gomeHa ¢ KommyTaumeln KaHanos (CS). dnemeHT
MGCF He BXOAMT B CTaHAAPTHYH NOCTaBky aapa IMS.

YT106bI HAMPaBUTL BbI30OB B IOMEH C KOMMYyTaLMen KaHanos (CS gomeH):

= S-CSCF nepecblnaet SIP 3anpoc kK BGCF, KoTopbi ocylecTBaseT Bbibop
cooTtseTcTBYtOWero CS gomeHa.

= BGCF Hanpasnsaet SIP 3anpoc B MGCF, 4To no3BOAAET MapLpyTM3MpoBaThb
CUrHaNbHbLIK M MeaMa NoToK no cetu IMS Core mMakcMmanbHO BAM3KO K
BbI3bIBAEMOMY aDOHEHTY.

= Korga SIP 3anpoc pocturaet MGCF, oH BbiNosHAET npeobpasoBaHue
NPOTOKO/0B:

¢ SIP NnpoTOKOA C 0AHOWM CTOPOHbI;
* |SDN user part — ISUP c apyrom.

DNS — 370 pacnpefnenéHHaa cuctema ana noayyvyeHns nHbopmaumm o AoOMeHax,
CcTaHgapTm3mpoBaHHasa RFC 1034 1 RFC 1035.

B pamkax apxutekTypbl IMS ¢ nomoulbto DNS ocyuiectBaseTca 6anaHcMpoOBKa
3aMNPOCOB K PA3/IMYHBIM 3/1EMEHTAM U Y3/1aM.

Takum ob6pasom, DNS wurpaeT BakHytO pPoOab B MexaHM3me obecnedyeHus
OTKa30yCTOMYMBOCTU U PE3EPBUPOBAHMNA 3NEMEHTOB CUCTEMBI.

ENUM — 370 cucTema (6a3a AaHHbIX) 414 CONOCTaBAeHWs TenedOHHbIX HOMEPOB,
CTaHAapTM3nposaHHaa RFC2916 n RFC6116.

ENUM obbeauHseT MeayHapoAHYo cuctemy TenedoHHbIX HOMEpPOoB C
NPOCTPaHCTBAMM MMEH WHTepHeT-aapecaumm (xoctbl DNS M3 cneumanbHOro
npocTpaHcTBa MMeH el64.arpa).

Kaxablh TenedoHHbIM HOMEpP MOXKeT BblTb NpeacTaBaeH cTaHgapTom E.164 ¢
paspewmnmbim MMeHem xocTa DNS.

ENUM 6a3unpyetcs Ha npoTokose DNS 1 no3soaseT onpenenatb No HOMepy B
dopmarte E.164:

= |P nomeH aboHeHTa (MHPOPMaLMA AN MapPLIPYTM3aLMN)
= [lepe4yeHb ycayr aboHeHTa
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4. YcraHoBKa knactepa CYb/

B nepsyto ouepeab HEOHBXOAMMO yCTaHOBUTbL KnacTtep CYB/.
Knactep CYB/ ycTtaHaBnmBaeTca Ha cepeepa RTDB v DB:

= Mn-tasrtdb001 (172.21.246.56) n Mn-tasrtdb002 (172.21.246.55).
=  Mn-tasdb001 (172.21.246.58) n Mn-tasdb002 (172.21.246.57).

1. CraBMM penosuTopuMmM K MNOCTrpecy W MnpaBMm KX, 4YTOObl OCTaNUCb
penosutopun 14 sepcun.

yum install -y postgresglld-server postgresglld postgresqglld-
contrib

2. Denaem paboyyto Nanky B AMPEKTOPMM C 3aNacoM NamaTu.

mkdir /data/postgres

chown postgres:postgres /data/postgres

3. HMumanm3npyem nocTrpec ¢ HOBOM Nankom AnA AaHHbIX.

su - postgres
cd /usr/pgsqgl-14/bin/
./initdb -D /data/postgres

exit

4. Nenaem KaCTOMHbIM cepBucC NoCTrpeca, roe ykasbiBaem nyTb 40 HOBOW Nanku
AaHHbIX.

cp /usr/lib/systemd/system/postgresqgl-14.service
/etc/systemd/system/

nano /etc/systemd/system/postgresql-14.service

# Location of database directory

Environment=PGDATA=/data/postgres

systemctl daemon-reload && systemctl start postgresql-14

5. MeHsAem nNaposb cynepulosepy.

su - postgres

psqgl

alter user postgres with password 'Qwertyl!';
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4.1. YctaHoBKa etcd

[anee nepexoamm K ycTaHoBKe 06BaA3KM HA\FT.

CHavana ycTaHaB/iMBaem NOACUCTEMY OpraHM3aUmm Knactepa b/l — etcd.

4.8.1. YcTaHOBKa

yum install etcd (xoudwur)
systemctl restart etcd && systemctl enable etcd

lIpoeepka etcdctl member list

4.8.2. KoHpurypaumoHHbin ¢pann

#172.21.246.56 mn-tasrtdb001

# cat /etc/etcd/etcd.conf
ETCD_LISTEN PEER URLS="http://172.21.246.56:2380"

ETCD_LISTEN CLIENT URLS="http://localhost:2379,http://172.21.
246.56:2379"

ETCD_INITIAL ADVERTISE PEER URLS="http://172.21.246.56:2380"

ETCD INITIAL CLUSTER="etcdOl=http://172.21.246.56:2380,etcd02
=http://172.21.246.55:2380"

ETCD_ADVERTISE CLIENT URLS="http://172.21.246.56:2379"
ETCD_ INITIAL CLUSTER TOKEN="etcd-cOl"

ETCD INITIAL CLUSTER STATE="existing"

ETCD DATA DIR="/var/lib/etcd/default.etcd"

ETCD NAME="etcdO1l"

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

o 10
HacTpoiike
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4.2. YcraHoBka keepalived

[anee ycTaHaBAMBaemM noacmuctemy 6anaHcMHra Ha OCHOBe BMPTyanbHOro IP —
keepalived.

4.2.1. YcTaHOBKa

yum install keepalived (xoHOUT)

systemctl restart keepalived && systemctl enable keepalived

4.2.2. KoHpurypaumoHHbii pann

vrrp script chk haproxy {

script "killall -0 haproxy" # check the haproxy
process

interval 2 # every 2 seconds

weight 2 # add 2 points if OK

vrrp instance VI 1 {

interface eth0 # interface to
monitor

state MASTER # MASTER on haproxyl,
BACKUP on haproxy?2

virtual router id 112 # Set to last digit
of IP

priority 101 # 101 on haproxyl,

100 on haproxy2 etc
virtual ipaddress {
172.21.246.18 # virtual ip address
}
track script {

chk haproxy

11
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4.3. YcraHoBka HAProxy

Hanee yctaHaBnvBaem banaHcep obpauleHnin 8 64 — HAProxy.

4.3.1. YcTaHOBKa

yum install haproxy (xoHdwur)

systemctl restart haproxy && systemctl enable haproxy

4.3.2. KoHpurypaumnoHHbin Ppain

global

log 127.0.0.1 localO

stats socket /var/run/haproxy.sock mode 0600 level
admin

user haproxy

group haproxy

daemon

debug

maxconn 1024

defaults
mode tcp
log global
option dontlognull
option redispatch

retries 2

timeout client 30m
timeout connect 4s
timeout server 30m

timeout check 5s

frontend psgl-in
mode tcp
bind psgl-c01:5432
option tcplog
default backend psgl-back

backend psgl-back

mode tcp

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe

12



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

option tcplog

option httpchk

http-check expect status 200

default-server inter 3s fall 3 rise 2 on-marked-down

shutdown-sessions

server mn-tasrtdb001 mn-tasrtdb001:5432 maxconn
1024 check port 8008

server mn-tasrtdb002 mn-tasrtdb002:5432 maxconn
1024 check port 8008

listen stats

bind

:9000

mode http

stats
stats
stats
stats

stats

enable

hide-version

realm Haproxy\ Statistics
uri /haproxy-stats

auth admin:sup3rs3cret

13
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4.4. Patroni

npoueayp HeobxoAMMo nepesanycTuTb cepsep.

Ldanee yctaHaBAnMBaem noacucremy penamkaumm B — Patroni. lMNocne Bcex

4.4.1. YcTtaHOBKa

yum install patroni patroni-etcd (xouHbwur)

YcTaHaBAMBaem cepsuc

systemctl daemon-reload && systemctl enable patroni &&
systemctl start patroni

4.4.2. KoHpurypaumoHHbii pann

#172.21.246.56 mn-tasrtdb001

# cat /etc/patroni.yml
scope: postgres
namespace: /db/

name: postgresqglO

restapi:
listen: 172.21.246.56:8008
connect address: 172.21.246.56:8008

etcd:
host: 172.21.246.56:2379
bootstrap:
dcs:
ttl: 30

loop wait: 10

retry timeout: 10
maximum lag on failover: 1048576
postgresqgl:

use pg rewind: true

initdb:
— encoding: UTF8

— data-checksums

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe

14
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pg_hba:

- host replication postgres 127.0.0.1/32 md5

- host replication postgres 172.21.246.56/0 md5
- host replication postgres 172.21.246.55/0 md5
- host all all 0.0.0.0/0 md5

users:
postgres:
password: Qwertyl!
options:
— createrole
— createdb
postgresqgl:

listen: 172.21.246.56:5432
# bin dir: /usr/pgsql-14/bin
connect address: 172.21.246.56:5432
data dir: /data/postgres/data
pgpass: /tmp/pgpass
unix socket directories: /data/patroni
authentication:
replication:
username: postgres
password: Qwertyl!
superuser:
username: postgres
password: Qwertyl!
parameters:

unix socket directories: '.'

tags:
nofailover: false
noloadbalance: false
clonefrom: false

nosync: false
# cat /etc/systemd/system/patroni.service
# This is an example systemd config file for Patroni

# You can copy it to "/etc/systemd/system/patroni.service"

[Unit]

15
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Description=Runners to orchestrate a high-availability
PostgreSQL

After=syslog.target network.target

[Service]

Type=simple

User=postgres

Group=postgres

# Read in configuration file if it exists, otherwise proceed

EnvironmentFile=-/etc/patroni env.conf

WorkingDirectory=~

# Where to send early-startup messages from the server

# This is normally controlled by the global default set by
systemd

#StandardOutput=syslog

# Pre-commands to start watchdog device
# Uncomment if watchdog is part of your patroni setup
#ExecStartPre=-/usr/bin/sudo /sbin/modprobe softdog

#ExecStartPre=-/usr/bin/sudo /bin/chown postgres
/dev/watchdog

# Start the patroni process

ExecStart=/bin/patroni /etc/patroni.yml

# Send HUP to reload from patroni.yml

ExecReload=/bin/kill -s HUP SMAINPID

# only kill the patroni process, not it's children, so it
will gracefully stop postgres

KillMode=process

# Give a reasonable amount of time for the server to start
up/shut down

TimeoutSec=30

# Do not restart the service if it crashes, we want to
manually inspect database on failure

Restart=no

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

o 16
HacTpoiike
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[Install]

WantedBy=multi-user.target

17



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

5. Pa3zBépTbiBaHME BUPTYya/ibHbIX MalUVH

Mpoueaypa pPasBEPTbIBAHMA BMPTyasbHbIX MallMH C 0Opasamu 3/1eMeHTOB
cucTembl B 061aKe NPon3BOAUTCA NOCPEeACTBOM NaHenn ynpasaexHma OpenStack
(horizon).

MNpenBapuTENbHO aAMUHUCTPATOPaMM CUCTEMbl onepaTopa YCTaHaBAMBAKOTCA
OrpPaHWYeHUA O1A KOHEYHOro Mo/b30BaTens (MOCTaBWMKA PEWeHus) U
NpefoCTaBNAOTCA PECYPCbl COOTBETCTBEHHO NapameTpam CUCTeMbl (Ha ocHOBe
[aHHbBIX O XapaKTepPUCTMKax BMPTYasbHbIX MalMH W pacyeTe Tpebyembix

PECYpCOB, apXMTEKTYPbI PELIEHUA 1 CETeBOWN AMarpaMmbl

5.1. Joctyn K naHenn ynpaB/ieHusA

[lna aoctyna K naHenu ynpasaeHuna onepatop obecneymsaeT co3gaHne y4eTHOM
3anMcK Noab3oBaTena CMCTEMbI (MPU HEOBXOAMMOCTM FPYNMbl U POAK) U
npeaocTaBseT:

" IMA XOCTa MK 0BOLLEeAOCTYNHbIN IP-aapec

" JIMA NO/Ab30BaTENA M Napob ANA aBTOPM3aL MM

* ecnv 061aKko NoAAepKMBAET MHOTOIOMEHHYO MOAE/b, TakKe coobliaeTca
[OMEHHOE UMA

JlocTyn K naHenn ynpasieHna ocyLLecTBAseTcA Yepes Beb-Opay3ep,
COOTBETCTBYIOLNIM caeaytowmm TpeboBaHUAM:
" TUMN U BEpPCUA (He HUKe):

* Chrome 64
* Firefox 79
e Safari13.4
* Operasl

e Edge79

"  noageprKa JavaScript n ¢pannos cookie

5.2. BbiaeneHune pecypcos

Ha aTane noAroToBKM K npoLeaype pa3BepTbiBaHWA BUPTYaIbHbIX MaLLUH
aAMUHUCTPATOPaMM CUCTEMbI ONepaTopa ONpeaenAtoTCA U HaCTpPamBatoTCA
cnefytoLLmMe KaTeropmm pecypcos, BolAenaemble AN CUCTEMbI:

= BbluMCANTENbHbIE PECYPChI

= CeTeBble pecypchbl

= XpaHuauie AaHHbIX

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe
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5.2.1. BbiuncaurenbHble pecypchbl

XapaKTepUCTMKM BbIYUCAMTEIbHbIX PECYPCOB 33[at0TCA B MapameTpax NoACMCTEMb
OpenStack nova. Nova MCnosib3yeT cucTeMy KBOT A1 YCTaHOBKM OrpaHUYeHnin Ha
Pecypchl, TakMe Kak KONMYECTBO 3K3eMNAApoB MM 4ymncno CPU, KoTopble MoMKeT
MCMNO/Ib30BaTb KOHKPETHBIM MPOEKT UK NO/b30BaTe/b. BapMaHTbl BbIYUCIUTESbHbIX
aksemnnapos nova (flavours) onpenensioT BbIYMCAUTENBHYIO MOLLHOCTb, 00beM
NaMATU U EMKOCTb BUPTYa/IbHOTO cepBepa, KOTOPbIM MOXKeT BbITb 3anyLLeH.

B yacTHOCTK, 334at0TCA Cneaytolne KaloYeBble NapaMeTpbl:

= Name — HaumeHoBaHwue flavour

VCPUs — KONM4ecTBO BMPTYyasibHbIX NPOLECCOPOB A4 MCNOIb30BaHNUA

= Memory MB — 06bem MCNo/ib3yemMoin OnepaTMBHOM NamaTh (B merabaiTax)
Root Disk GB — 06bem AMCKOBOro NPOCTPaHCTBa (B rurabaiitax),

MCNONb3YyeMbI 418 KopHeBOro (/) pasaena. KopHeBOW AMCK — 3TO abemepHbIi
(BpemeHHbI) ANCK, Ha KOTOPbIM KonupyeTcs 6a3osblii 06pas. Mpu 3arpyske ¢
NocTosiHHOro Toma (persistent volume) He ncnonb3yeTcs

=  Ephemeral Disk GB — 06bem AMCKOBOro NpoCcTpaHcTBa (B rurabaiiTax), KOTOPbIN
OyaeT Mcnonb3oBaThes A4 ademepHoro pasaena (ephemeral partition —
/IOKaNbHOE AMCKOBOE XPaHUANLLE, CBA3AHHOE C U3HEHHbBIM LIMKIOM 3K3eMNAsApa
BMPTYabHOM MalliMHbI)

=  Swap — 0b6bem NPOCTpaHCTBa NOAKaYKM (B merabaiTax) 4158 MCMOb30BaAHMS

MapameTpbl KBOT M BbIYMCAUTENbHbIX 3K3EMMNIAPOB 3a4at0TCA Ha 3Tane
NOArOTOBKM K Mpouedype  pa3BEpTbiBaHMS  BMPTyasbHbIX  MalUUH
aAMUHUCTPAaTOPamMM  CUCTEeMbl  onepatopa (Ha  OCHOBE  JaHHbIX O
XapaKTepUCTUKAX BUPTYabHbIX MaLIMH U pacyeTe Tpebyembix PecypcoB).

5.2.2. CeTeBble pecypchbl

XapaKTepUCTMKM CETEBbIX PECYPCOB M KOHOUIypaLMsa CETU 334at0TCA B NapameTpax
noacuctembl  OpenStack neutron. Ha 3Tane noAroToBKM K npoueaype
Pa3BEPTbIBAHMA BMPTYalbHbIX MallMH aAMMHUCTPATOPaMM CUCTEMbI OMepaTopa
OCYLLECTBNAETCA HACTPOMKa ceTeBOM WMHOPACTPYKTYpbl B COOTBETCTBUM C
APXUTEKTYPOM CUCTEMbI W TOMOJNIOTMEN CETWU, MNPEAOCTaBAAEMON MOCTABLLMKOM
pelleHma (Ha OCHOBE A@HHbIX O XapaKTEPUCTMKAX BUPTYaAbHbIX MALLMH W pacyeTe
TpebyembiXx PECYPCOB, apPXUTEKTYPbI PELUEHNS 1N CETEBOW AMarpammbl).

5.2.3. XpaHnnuuwe gaHHbIX

XapaKTepuCTUKMN PEeCypCoB XpaHWAMLLEN AaHHbIX 334at0TCA B MapameTpax
noacuctem OpenStack glance (xpaHunuiie obpasos), cinder (baokosoe
XpaHUAuLLE) M nova (BpeMeHHOe XpaHuauLLEe). B COOTBETCTBMM C A@HHBIMK O
XapaKTepPUCTUKAX BUPTYanbHbIX MallMH M pacyeTe Tpebyembix pecypcos
aAMMUHUCTPATOPaMM CUCTEMbI ONepaTopa NPOoM3BOAMTCA BblAg/IeHNE KBOT U
pe3epBMpOBaHME PECYPCOB B COOTBETCTBYOLMX Moaynax OpenStack.
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5.3. 3arpyska v ynpaBaeHue obpazamu BUPTyasibHbIX

MalluH

Pa3BepTblBaHWE M aMUHUCTPUPOBAHME SNEMEHTOB CUCTEMbI, NPEACTAaBNEHHbIX
B BUAE 0O6Pa30B BUPTYasIbHbIX MALLWH, OCYLLECTB/IAETCA NOCTABLWMKOM PeLIeHNA
B paMKax NpefoCTaBAEHHbIX MO/1b30BATENbCKMX MPUBMAETUIA WU BblAENEHHbBIX
06.1a4HbIX Pecypcos.

Obpa3 BUPTYyanbHOW MallMHbI NpeacTaBadeT cobol oTaenbHblin  dann,
coAepsKallMii  BUPTYasnbHbIA [AWCK, Ha KOTOPOM YCTAaHOB/EHA 3arpy3oyHas
onepaumoHHan cuctema. Obpasbl UCMOAb3YIOTCA A1A CO3AaHUSA IK3EMMNSPOB
BMPTYabHbIX MallMH B 0bnake.

5.3.1. 3arpy3ka obpa3soB

B cooTBeTctBMM € meToamkol OpenStack 3arpyska obpa3oB yepes naHesb
ynpasaeHus (horizon) BeINOAHAETCS CaeayoWmm obpasom:

1. OcyuwecTtendaetca nepexon B pasgen Project, nanee 8 nogpasaen Compute.
2. B KaTeropmm Images BbibMpaeTcs NyHKT co3aanmsa obpasa (Create Image).

3. [lanee B OTKPbIBLIEMCS AMaN0re yKasblBatoTCA OCHOBHbIE NapameTpbl 0bpasa,
npuBeaéHHble B TabinLe HuxKe.

Tabnuua 3. lNapamempesl 0bpasa

MNapameTtp

OnucaHue

Image Name

HanmeHoBaHue obpasa

Image Description

KpaTkoe onucaHue obpasa

Image Source

McTouHMK 06pasza: mecTononoxKeHue uamn uma daiina

Image File or Image Location

URL ans yKasaHus mectonosioxkeHua daiina unum nyto K paiiny
(npw 3arpysku us oKanbHOM GaoBON cUCTEMBI)

Format

dopmart obpasa (Hanpumep, RAW —img)

Architecture

ApXUTEKTYpa BUPTYaNbHOW MallUHbI (Hanpumep, x86_64)

Minimum Disk (GB)

MWHUManNbHbIA 06BbeM ANCKOBOrIo NpoCTpaHCTBa, HE
3anosiHAeTCA

Minimum RAM (MB)

MWHUManNbHbIA 06BbeM OI'IepaTMBHOﬁ namATKn, He

3anonHseTcs
Copy Data HeobxoaMMOCTb KONMPOBaHUA AaHHbIX B C/y*KOy 06pasos
Visibility MpaBa gocTyna K 06pasy. Public nuau Private.

PaspelueHune Ha yaaneHne obpasa TONbKO No/b30BaTeNIEM C
Protected P vA P

COOTBETCTBYHOLWLMMU NMPpaBamu

Image Metadata

MeTagaHHble AN pecypca

4. Tocne yKkasaHus napameTpoB 06pasa, BbIMOMHAETCA ero cosdaHue
NOCTaHOBKA B O4epesb Ha 3arpysky.

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe
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5.3.2. UameHeHue obpasa

[Ona wn3meHeHMA napameTpoB o6pasa 4Yepe3 naHenb ynpasnexHua (horizon)
BbINONHAIOTCS ceaytollme AeNCTBUA:

1. OcywecTtBnaeTcA nepexos B pasaene Project, aanee B nogpasaen Compute.

2. B kaTteropum Images wu3 BbiNaJAlOWIEro MeHI0 BblOMpaeTcs  MyHKT
pefakTMPOBaHMA A1a cOOTBETCTBYoWero obpasa (Edit Image).

3. [lanee B OTKPbIBLIEMCS AMAN0Ore YKa3blBAOTCA OCHOBHbIE MapameTpbl 0bpasa.

5.3.3. YpaneHue obpasa

Ona ypaneHua obpasa depes naHenb ynpasaeHusa (horizon) BbiNoOAHAOTCS
cneaywoume aencTema:

1. OcywecTtBnsaetca nepexof B pasgene Project, ganee B nogpasgen Compute.

2. B kaTeropuu Images 13 BbiNaZatoLLero MeH BblbMpaeTca NyHKT yaaneHusa ans
cooTBeTcTBYtOLLEro obpasa (Delete Image).

5.4. Hactpoiika goctyna n 6e3onacHOCTM 41 3K3eMMNJIAPOB

[epen 3amycKom 3K3eMniaAapa BHOCATCA Mpasuaa rpynnol 6630I'IaCHOCTl/I, YyTObbI
obecneynTb BO3MOMKHOCTb BbIMO/IHEHNS 3X0-3aNpOCOB M NUCNONb30BaHMA SSH anA
NOAKNHOYEHNA K SK3EMTIAPY.

Mpynnbl  6e3onacHoCTM — 3T0 Habopbl npasun  IP-duabTpaumm, KoTopble
onpenenAlT CeTEeBOM AOCTYM WM MPUMEHSIOTCA KO BCEM 3K3eMMIApaM B PamKax
NpoekKTa.

[anee GpopMMpytoTCs Napbl KAYen — y4eTHble AaHHble SSH, KoTopblie BHeAPATCS
B 3K3EMNIAP NPU €ro 3anycke).

[Ona pocTyna K ak3emnnapam no npotokonam SSH mn ICMP (ping) Heobxoammo
Ha/M4Me COOTBETCTBYIOLLErO Npasuaa B rpynne 6e3onacHoCTy.

5.5. 3anyck n ynpaBneHue 3K3emMmnaspamu

DK3emMnAApbl — 3TO BUPTYasibHble MallnHbl, paboTatolme BHyTpK obaka.
3anycTnTb 3K3eMNASP MOXKHO U3 CAeAYIOLLIMX MCTOYHUKOB:

= 06pas, 3arpy*KeHHblit B cy»by 06pas3os.

=  06pas, CKoNMpoBaHHbIM Ha persistent volume.

" CHMMOK 3K3emnaspa.
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5.5.1. 3anyck 3k3emnasapa

B cooTBeTcTBMM C MeToamKol OpenStack 3anyck ak3emnaspa Yyepes naHeNb

ynpasnexua (horizon) BbiNnoAHAETCA cneayowmm 0b6pasom:

1. OcywecTtBndaeTca nepexon B pasgen Project, ganee 8 nogpasgen Compute.

2. B KaTeropum Images BbibMpaeTcs NyHKT 3anycka aksemnasapa (Launch Instance).

3. [lanee B OTKPbIBLLUEMCA AMan0re yKasblBaOTCA OCHOBHbIE NapameTpbl

3K3eMNAspa, NpMBeaEHHbIe B Tabanue HmKe.

Tabauua 4. MNapamempa sKk3emnasapa

MNapameTp

OnucaHue

Instance Name

Nma aKksemnnapa

Description

KpaTkoe onncaHue BUPTyanbHON MaLUMHbI

Availability Zone

30Ha A4OCTYNHOCTH

Count

KonnyecTso 3anyckaemMbiX 3K3eMMAAPOB

BknagkKa Source

Instance Boot Source

TuUNbl UCTOYHMKOB 3arpy3KkM obpasa:

Boot from image

Boot from snapshot

Boot from volume

Boot from image (creates a new volume)

Boot from volume snapshot (creates a new volume)

Bknagka Flavor

Flavor

YKa3blBaeTcA pa3mep 3anyCckaemoro akemnnaapa

Bknagka Networks

Selected Networks

BblbpaHHble ceTu

Bknaaka Network Ports

Ports

NepeyeHb NOPTOB, HAa3HaYaeMbIX IK3eMNAAPY

Bknagka Security Groups

Security Groups

Mpynnbl 6e30NacHOCTM, Ha3HaYaeMbIX IK3eMNAApY

Bknagka Key Pair

Key Pair

Mapa Katoueit

Bknagka Configuration

Customization Script Source

CueHapuii HaCTPOIKK, KOTOPbIN 3anycKaeTcsa Noc/e 3anycKa

aK3emMnaapa

Bknaagka Metadata

Available Metadata

dnemMeHTbl MeTaZaHHbIX 4NA aK3emMmnnapa

5.5.2. NMoaknroueHmne K 3K3emMnaapy ¢ nomoiybro SSH

[lna noAkAlyeHna K 3K3emnaapy € NomMoLpio SSH MCnonb3ytoTca 3arpy*KeHHbIN
darin napbl KAYen. JOCTyn MOMXKET OCYLLeCTBAATbCA C MNomollblo Atboro
coBMeCcTUMOoro SSH-TepmmHana.

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe
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6. YcTaHOBKa M HacTpoika 6a3bl gaHHbIX

6.1. RTDB

RTDB — 6a3a aaHHbIx PostgreSQL, KoTopan HacTpoeHa cneunanbHbiMm 06pa3om
M ONTMMM3MPOBAHA AN XpaHeHus npoduien U HacTpoek aboHeHTOB.
ObpauleHre K RTDB nponcxoamT ¢ MCNONb30BaHUEM JIOKaAbHOrO unix socket.
basa onTMMmM3aMpoBaHa [A1A XPaHEHMA JaHHbIX B OMNepaTMBHOM MamMATU
KomnbloTepa. MpoTokon B3anmoaenctama: pgSQL.

Hactpoikn RTDB xpaHATCA B COOTBETCTBYHOLWEM KOHOUIypauMoHHOM daine
PostgreSQL noctaBnaemMom C pelleHmnem.
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7. Hactpounka NTP-cepBepa

7.1. MpoBepuTb YCTAaHOBNEHHYIO YTUIUTY

1. Tlogkno4vnTechb K cepepy no SSH.
2. lNpoBepbTe, Kakasa yTunmTa ucrnonb3yeTcsl Ha cepBepe:

systemctl status ntp
systemctl status chronyd

systemctl status systemd-timesyncd

Mbl pekoMeHAyeM UCMNOoNb30BaThb Chrony, HO Bbl MOXETE HAaCTPOUTb
TY YTUNUTY, KOTOpPasi y>ke yCTaHOBIIEHa Ha cepBepe.

3. Ecnu BbI XO0TUTE nepeﬁTM Ha Chrony, OTKINKOYUTE U yaannte yTUInTbl systemd-
timesyncd U ntpd N YCTAHOBUTE Chrony:

systemctl disable <name>
sudo apt remove <name>
sudo apt-get install chronyd

YKaXnte <name> — UMS YTUITNTbI, KOTOPYIO HYXHO yOoalnunTb (ntp UINN systemd-
timesyncd)

7.2. Hactpoutb ytunantyChrony

1. 3anyctute chrony:

systemctl start chronyd

2. OTkponTe KOHUrypauMOHHbIA hann chrony B TEKCTOBOM PEAAKTOPE vi:

vi /etc/chrony/chrony.conf

3. Ho6aebTte unu 3ameHunte NTP-cepBepbl B dhanne.

server <domain> iburst

YKaXnute <domain> — JOMEHHOE UMSI N aapec nyna unu cepsepa.

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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Ecnu Hy>XHO ykasaTb HECKONbLKO CEPBEPOB, YKaXNUTE Kaxabl B OTAENbHON
CTPOKe, Hanpumep:

server 0O.spb.ntp.selectel.ru iburst

server l.spb.ntp.selectel.ru iburst

4. BbinguTte n3 TeKCTOBOro penakTopa vi € COXpaHeHUNEM N3MEHEHUN:

twqg
5. lNepesanycTuTe yTUNUTY Chrony:

sudo systemctl restart chronyd

6. lNpoBepbTe cnucok ucnosnbdyemblx NTP-cepBepoB:

chronyc -N sources
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8. Hactpouka cepBepa STS

1. Hactpowika cepeuca heplify Ha sts
1.1. nactpowika /etc/heplify-server/heplify-server.toml (nogkntoyeHne k 64)
1.2. HacTpovika cepBuca B /etc/systemd/system/heplify-server.service
1.3. 6uHapHuk B /usr/local/bin/heplify-server
1.4. systemctl daemon-reload
1.5. systemctl enable heplify-server.service
1.6. systemctl start heplify-server.service
2. Hactpoiika captagent Ha cepepax ¢ Tpadmkom
2.1. dpann HacTpowku knagem B /etc/sysconfig/captagent
2.2. cepsucHblv cpamnn B /usr/lib/systemd/system/captagent.service
2.3. B /usr/local/captagent knagem npoyme annol
2.4. B /usr/local/captagent/etc/captagent/transport_hep.xml HacTpanBaem agpec n
nopT Kyaa oTnpaensaTtb hep_nakeTtbl (MecTto rae ctouT hrplify-service Ha STS)
2.5. chmod -R 755 /usr/local/captagent/shin/
2.6. systemctl daemon-reload
2.7. systemctl enable captagent.service
2.8. systemctl start captagent.service
3. Hactponka homer

3.1. sanyctuts docker-compose.yml

3.2. gedonTHbIA norvH/napons: admin / sipcapture

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe
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9. YcTraHOBKa noacucTteMbl aMUHUCTPUPOBaHUSA

WEB cepBep, peanusylowmin  GyHKUMM  yNpaBAEHMS,  HAaCTPOMKM W
aAMUHUCTPUPOBaHMA cucTemsl. Cepsuc paboTtaeT B Buae Docker container.

Moaynu ycTaHaBAMBaoTCA Ha cepBsep:

=  Mn-tasbo001 (172.21.246.54).

9.1. WEB-Admin-FrontOffice

Moaynb WEB-Admin-FrontOffice npeacTtasnaet coboi Beb-nopTan co CrnMcKom
CcepBeposB, rpynn cepBepoB U MHGOPMALIMEN MO HUM, CO CMUCKOM CEPBUCOB U
nonb3osaTteneit noptana. OH obecrneymMBaeT BO3MOMHOCTb 3aMyckaTb Ha
cepsepax TAS onpeaenéHHble CKPUMNTbI U MO3BOAET PEAAKTUPOBATb KOHPUIN MO
WabsoHy M cNeamuTb 3a BEPCUAMM.

9.1.1. YcTaHOBKa

[nqa 3anycka moayna HeobxoAMMO NponucaTb NepemeHHble (ec/M ecTb NpaBa) u
ckayaTtb dpann docker-compose.yml, ckayaTb 06pa3s. [1aa 4OCTyna K nepeMeHHbIM
nepexoaum no nytn Settings = CI/CD - Variables.

Mpu HeobXxoAMMOCTU BHOCUM M3MEHEeHMA B BUHAMHT nopTos B daline docker-
compose.yml.

3anycKkaem cepBMC KOMaHaoM:

docker-compouse up -d

9.2. WEB-Admin-API

Mepexoanm K yCTaHOBKe MO/ys NMPOBUMKEHMHIA HAaCTPOEeK cepeepa.

9.2.1. YcTaHOBKa

[nsa 3anycka moayna HeobxoaMMO NponucaTb NepemeHHble (ec/M ecTb NpaBa) 1
cKavaTtb dpann docker-compose.yml, ckayaTb 06pa3s. 114 4OCTyNa K NepeMeHHbIM
nepexoaum no nytn Settings = CI/CD - Variables.

Mpn HeobXxoAMMOCTU BHOCUM M3MEHEHMA B BUHAMHT nopToB B dalne docker-
compose.yml.

3anycKkaem cepBMUC KOMaHaoM:

docker-compouse up -d

12122 cdr_ exporter
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10. YcTraHOBKa noACUCTEMbl MOHUTOPUMHrA

MoAcucTeMa MOHUTOPMHIA YCTaHaBAMBAETCA Ha CcepBep:
=  Mn-tasmon002 (172.21.246.23).

[na ycTaHOBKM MOACUCTEMbI MOHWTOPWMHIA HEOBXOAMMO 3amyCcTUTb CKPWUMT
WHcTanaTopa. Jna 3anycka HeobxoaMmMOo NponucaTb NepemeHHble (ecan ectb
npaBa) M cKkayaTb dain docker-compose.yml, ckadyaTb 06pas. Ana goctyna K
nepemeHHbIM Nepexoaum no nytu Settings = CI/CD - Variables.

Mpu HeobxoAMMOCTU BHOCUM M3MEHEeHMA B BUHAMHT nopTos B daline docker-
compose.yml.

=

docker-compose.ym
1

3anyckaem CepBMC KOMaHOOM:

docker-compouse up -d

Mpuv 3anycke CKPUNT MO MNOPAAKY YCTaHaBAMBAEeT BCE KOMMOHEHTHI,
Heobxoanmble A5 PaboTbl NOACUCTEMBI.

[anee 6yayT npeacTaBieHbl YacTM CKpWNTa A4 YCTAHOBKM KaXk4oro w3
KOMMOHEHTOB.

10.1. Prometheus

Prometheus — cucTema MOHUTOPMHIA Pa3IMYHbIX CUCTEM M MUKPOCEPBUCOB,
KOTopas C 3alaHHbIM MHTEPBA/IOM BPEMEHM OMNPaLLNBAET BCE Lie/1eBble 0OBEKTDI
ON1A NONYYEHUA UX METPUK.

Ons cbopa MeTpuK Ha Uenesble obbekTbl (SIP Proxy, AS, MRF, Database)
YCTaHaB/IMBAIOTCA IKCMOPTEPLI, AaHHbIE OT KOTOPbIX MepeaatoTcsa Ha cepsep
N xpaHaTca B 6ase gaHHbIx. CepBep Prometheus mepmoamyeckn onpawmsaeT
3KCMOPTEPbI U B C/Ty4ae UX HeJOCTYNMHOCTU GopmUpyeT coobuleHmnsa ob owmnbKax.

MpoTokon: http, dopmat AaHHbIx: JSON, n3blk GOPMMPOBAHMA 3aMPOCOB:
PromQL (Prometheus Query Language).

10.1.1. YcTaHOBKa

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe

prometheus:
image: prom/prometheus:latest
container name: prometheus
volumes:
- ./prometheus/:/etc/prometheus/
- prometheus data:/prometheus

command :
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- '—--config.file=/etc/prometheus/prometheus.yml’

- '--storage.tsdb.path=/prometheus'

web.console.libraries=/etc/prometheus/console libraries’

- '—-web.console.templates=/etc/prometheus/consoles’
- '—--storage.tsdb.retention.time=30d"
- '--web.enable-lifecycle'

restart: unless-stopped

expose:
- 9090

ports:
- "9090:9090/tcp"

labels:

org.label-schema.group: "monitoring"

10.3.2. KoHdpurypaumoHHbin pann

global:

scrape_interval: 15s
evaluation interval: 15s

# Attach these labels to any time series or alerts when
communicating with

# external systems (federation, remote storage,
Alertmanager) .

external labels:

monitor: 'docker-heplify-server'

#Alerting config
alerting:
alertmanagers:
- static configs:
- targets:

- 'mn-tasmon001:9093"

# Load and evaluate rules in this file every
'evaluation interval' seconds.

rule files:

- "alert.rules"

# A scrape configuration containing exactly one endpoint to
scrape.

scrape configs:
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- Jjob name: 'prometheus'
scrape interval: 10s
static configs:

- targets: ['localhost:9090']

- job name: 'heplify-server'
scrape interval: 5s
static configs:

- targets: ['heplify-server:9096']

- job _name: 'node exporter prometheus'
static configs:

- targets: ['mn-tasmon002:9100', 'mn-
tasmon001:9100"','172.21.246.21:9100"',"'172.21.246.22:9100"','17
2.21.246.25:9100"',"'172.21.246.26:9100"','172.21.246.27:9100","
172.21.246.28:9100"','172.21.246.29:9100"','172.21.246.30:9100"
,'172.21.246.31:9100",'172.21.246.32:9100"', "mn-
tasasmrf020:9100"', "mn-
tasasmrf019:9100','172.21.246.35:9100"','172.21.246.36:9100","
172.21.246.37:9100"','172.21.246.38:9100"','172.21.246.39:9100"
,'172.21.246.40:9100"','172.21.246.41:9100"','172.21.246.42:910
0','172.21.246.43:9100"',"'172.21.246.44:9100"',"'172.21.246.45:9
100','172.21.246.46:9100"','172.21.246.47:9100','172.21.246.48
:9100','172.21.246.49:9100','172.21.246.50:9100"', "'mn-
tasasmrf002:9100"', 'mn-tasasmrf001:9100"', "'mn-
tasbo002:9100"','172.21.246.54:9100"','172.21.246.55:9100"','172
.21.246.56:9100", "'mn-tasdb002:9100"', "mn-
tasdb001:9100"','172.21.246.59:9100"','172.21.246.60:9100"','172
.21.246.61:9100"','172.21.246.62:9100"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: ' (.+)'
replacement: '${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: "'

target label: instance
regex: '([":;]4) ((:[0-91+)21; (.*))"

replacement: '${1}"'

- job name: 'windows exporter prometheus'
static_configs:

- targets:
['10.50.241.131:9182"','10.50.241.132:9182"','10.50.241.133:918
2','10.50.241.134:9182"','10.50.241.135:9182"','10.50.241.136:9
182','10.50.241.137:9182"',"'10.50.241.138:9182"]

relabel configs:

- source labels: [instance]

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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target label:  tmp instance
regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":;]4) ((:[0=-9]1+)2]; (.%))"

replacement: '${1}"'

- job name: 'RTDB exporter'
scrape interval: 30s
scrape timeout: 25s
static configs:
- targets: ['mn-tasrtdb001:9187', 'mn-tasrtdb002:9187"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};'
- source labels: [ tmp instance, __ address_ ]
separator: "'

target label: instance
regex: '([":;14) ((:[0-91H)20; (. %))

replacement: '${1}"'

- job name: 'DB exporter’
scrape interval: 30s
scrape timeout: 25s
static_configs:
- targets: ['mn-tasdb001:9187', 'mn-tasdb002:9187"]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'

replacement: 'S${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''
target label: instance
regex: '([":714) ((:[0-9]+)2|; (.*))"

replacement: '${1}"'
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#scrape configs from freeswitch exporter man
- Jjob name: 'freeswitch'
static configs:

- targets: ['mn-tasasmrf020:9724"', 'mn-
tasasmrf019:9724"','172.21.246.35:9724"','172.21.246.36:9724","'
172.21.246.37:9724"','172.21.246.38:9724"','172.21.246.39:9724"
,'172.21.246.40:9724",'172.21.246.41:9724"','172.21.246.42:972
4','172.21.246.43:9724",'172.21.246.44:9724"','172.21.246.45:9
724','172.21.246.46:9724"','172.21.246.47:9724"','172.21.246.48
:9724','172.21.246.49:9724"','172.21.246.50:9724", 'mn-
tasasmrf002:9724"', 'mn-tasasmrf001:9724"]

metrics path: /esl
params:
module: [default]
relabel configs:
- source labels: [ address ]
target label:  param target
- source labels: [ param target]

target label: instance

- target label:  address
replacement: 'S${1}"'
- job name: 'SIP-Proxy exporter'

scrape interval: 5s
static_configs:

- targets: ['mn-tassip001:9494', 'mn-tassip002:9494"', "'mn-
tassip003:9494"', 'mn-tassip004:9494"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: ' (.+)'
replacement: '${1};"
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance
regex: '"([":7]4) ((:[0-9]+)21; (.*))"

replacement: 'S${1}"'

- Jjob name: 'Docker'

static_configs:
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- targets:
['172.21.246.62:9323"','172.21.246.61:9323"','172.21.246.60:932
3','172.21.246.59:9323", 'mn-tasasmrf001:9323", "mn-
tasasmrf002:9323','172.21.246.50:9323"','172.21.246.49:9323"',"
172.21.246.48:9323"',"'172.21.246.47:9323",'172.21.246.46:9323"
,'172.21.246.45:9323"','172.21.246.44:9323"','172.21.246.43:932
3','172.21.246.42:9323"','172.21.246.41:9323"','172.21.246.40:9
323','172.21.246.39:9323"','172.21.246.38:9323"','172.21.246.37
:9323"','172.21.246.36:9323"','172.21.246.35:9323"', "'mn-
tasasmrf019:9323"', 'mn-tasasmrf020:9323"', 'mn-
tasmon001:9323"', 'mn-tasmon002:9323"']

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: '(.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: "'

target label: instance
regex: ' ([":;]4) ((:[0-9]+)217 (.*%))"

replacement: 'S${1}"'

- job name: 'Cadvisor'
static_configs:

- targets: ['mn-tasmon002:8080', 'mn-
tasmon001:8080"','172.21.246.21:8080"','172.21.246.22:8080","'17
2.21.246.25:8080"','172.21.246.26:8080"','172.21.246.27:8080","'
172.21.246.28:8080"','172.21.246.29:8080"','172.21.246.30:8080"
,'172.21.246.31:8080"','172.21.246.32:8080"', "'mn-
tasasmrf020:8080"', "'mn-
tasasmrf019:8080"','172.21.246.35:8080"','172.21.246.36:8080","
172.21.246.37:8080"',"'172.21.246.38:8080",'172.21.246.39:8080"
,'172.21.246.40:8080"','172.21.246.41:8080"','172.21.246.42:808
0','172.21.246.43:8080"','172.21.246.44:8080"',"'172.21.246.45:8
080','172.21.246.46:8080"','172.21.246.47:8080"','172.21.246.48
:8080"','172.21.246.49:8080','172.21.246.50:8080"', "'mn-
tasasmrf002:8080"', 'mn-tasasmrf001:8080"', "'mn-
tasbo002:8070"','172.21.246.54:8070"','172.21.246.55:8080"','172
.21.246.56:8080"', 'mn-tasdb002:8080"', "'mn-
tasdb001:8080"','172.21.246.59:8080"','172.21.246.60:8080"','172
.21.246.61:8080"','172.21.246.62:8080"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: '(.+)'
replacement: '${1};"
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([":714) ((:[0-9]+)2|; (.*))"
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replacement: '${1}"'

- job name: 'cdr sender'
static_configs:

- targets: ['mn-tasasmrf019:2120', 'mn-
tasasmrf020:2120"', 'mn-tasasmrf002:2120"', "'mn-
tasasmrf001:2120"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address ]
separator: ''

target label: instance

regex: '([":;]4) ((:[0-91+)21; (.*))"
replacement: 'S${1}"'
- job name: 'cdr receiver'

static_configs:

- targets: ['mn-tasbo002:2121', 'mn-tasdb001:2121"', "'mn-
tasdb002:2121"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([":;14) ((:[0=91H)20; (.*))"
replacement: 'S${1}"'
- job name: 'cdr exporter'

static_configs:

- targets: ['mn-tasbo002:2122"', 'mn-tasdb001:2122"', "'mn-
tasdb002:2122"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
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- source labels: [ tmp instance,  address_ ]
LN

separator:

target label: instance

regex: "([":7]+4) ((:[0-9]1+)21; (.*))"
replacement: 'S${1}"
- job name: 'as counters'

scrape interval: 5s
static_configs:

- targets: ['mn-tasasmrf001:2126', 'mn-
tasasmrf002:2126"', 'mn-tasasmrf019:2126"', "'mn-
tasasmrf020:2126"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":;14) ((:[0-91H)20; (. %))

replacement: 'S${1}"'

- Jjob name: 'etcd RTDB'
static configs:
- targets: ['mn-tasrtdb001:2379', 'mn-tasrtdb002:2379"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: '${1};"
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance
regex: "([":7]4) ((:[0-9]+)21; (.*))"

replacement: 'S${1}"

- Jjob name: 'etcd DB'
static_configs:
- targets: ['mn-tasdb001:2379', 'mn-tasdb002:2379"']

relabel configs:
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- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'

replacement: '${1};"

- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: ' ([":;]14) ((:[0=-91+)2]; (.*))"'

replacement: 'S${1}"

- Jjob name: 'haproxy RTDB exporter'
static configs:
- targets: ['mn-tasrtdb001:9101', 'mn-tasrtdb002:9101"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'

replacement: '${1};"'

- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: '([":;14) ((:[0-91H)20; (. %))

replacement: 'S${1}"'

- job name: 'haproxy DB exporter'
static configs:
- targets: ['mn-tasdb001:9101', 'mn-tasdb002:9101"',]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'

replacement: '${1};"

- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: "([":7]4) ((:[0-9]+)21; (.*))"

replacement: 'S${1}"

- Jjob name: 'patroni exporter'

static_configs:
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- targets: ['mn-tasdb001:9547', 'mn-tasdb002:9547"', 'mn-
tasrtdb001:9547', 'mn-tasrtdb002:9547"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address ]
separator: ''

target label: instance

regex: '([7:;14) ((:[0-91H)2; (. %))
replacement: '${1}"'
- job name: 'keepalived RTDB exporter’

static_configs:
- targets: ['mn-tasrtdb001:9165', 'mn-tasrtdb002:9165"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)"'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([7:;14) ((:[0-91H)2; (.*))"
replacement: 'S${1}"'
- job name: 'keepalived DB exporter’

static_configs:
- targets: ['mn-tasdb001:9165', 'mn-tasdb002:9165"]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'

replacement: 'S${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''
target label: instance
regex: '([":714) ((:[0-9]+)2|; (.*))"

replacement: '${1}"'
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- job name: 'grafana'
static _configs:
- targets: ['mn-tasmon001:9030']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S{1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: ' ([":;]14) ((:[0=-91+)2]; (.*))"'
replacement: 'S${1}'
- job name: 'loki'

static configs:
- targets: ['mn-tasmon001:3100"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([":;]4) ((:[0-91+)21; (.*))"
replacement: 'S${1}"'
- job name: 'alertmanager'

static_configs:
- targets: ['mn-tasmon001:9093"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":714) ((:[0-9]+)2|; (.*))"'

replacement: 'S${1}"'
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10.2. Alert Manager

3To nporpamma M3 TOro e nakeTa 4to WM Prometheus, oHa no3BonseT
COPTUPOBATL anepTbl M OTNPABAATb COODLIEHMA TONBKO NEepPBbIi pas.

10.2.1. YcTaHOBKa

alertmanager:

image: prom/alertmanager:latest

container name: alertmanager

volumes:

- ./alertmanager/:/etc/alertmanager/

command :

- '—--config.file=/etc/alertmanager/config.yml'

- '--storage.path=/alertmanager'

restart: unless-stopped
expose:

- 9093
ports:

- "9093:9093/tcp"
labels:

org.label-schema.group:

depends on:

- grafana

"monitoring"

10.2.2. Hactpoukun aneprtoB

groups:
- name: server-alarms
rules:

- alert: server-run

expr: (node time seconds - node boot time seconds) < 1

for: 10s
labels:

severity: major

serverName: "{{ $labels
moduleName: "{{ $labels
optionalParams: "Server

oid: "1.3.6.1.4.1.58501

.instance }}"
.job }}I"
{{ S$labels.instance

odod@cBolod™

}} DOWN"

39



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

- alert: server-run-win
expr: (time() - windows system system up time) < 1
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server {{ S$labels.instance }} DOWN"

oid: "1.3.6.1.4.1.58501.1.10.2.1.1"

- alert: server-uptime

expr: (node time seconds - node boot time seconds) <=
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server uptime less then 1 min - {{
Slabels.instance }}"
oid: "1.3.6.1.4.1.58501.1.10.2.1.2"
- alert: server-uptime-win
expr: (time() - windows system system up time) <= 60
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server uptime less then 1 min - {{
Slabels.instance }}"
oid: "1.3.6.1.4.1.58501.1.10.2.1.2"
- alert: server-hdd-85
expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} * 100)
node filesystem size bytes{mountpoint!="/boot"})) >= 85 <
for: 10s
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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optionalParams: "Disk space usage at {{
$labels.instance }} - {{ S$labels.mountpoint }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-90

expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} *
node filesystem size bytes{mountpoint!="/boot"})) >=
for: 10s
labels:

severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ $labels.mountpoint }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-95

expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} *
node filesystem size bytes{mountpoint!="/boot"})) >=
for: 10s
labels:

severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
Slabels.instance }} - {{ $labels.mountpoint }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-85-win

expr: (windows logical disk free bytes{volume
I~"HarddiskVolume.+"})/10e8 > 1 < 5

for: 10s

labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{

100)
90 <

100)
95

Slabels.instance }} - {{ S$labels.volume }} < 5 Gbytes"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-90-win

expr: (windows logical disk free bytes{volume
!~"HarddiskVolume.+"})/10e8 >= 0.1 < 1

95
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for: 10s

labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ S$labels.volume }} < 1 Gbyte"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-95-win

expr: (windows logical disk free bytes{volume
!~"HarddiskVolume.+"})/10e8 < 0.1

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ $labels.volume }} < 100 Mbytes"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-cpu-85

expr: (avg(node load5) by (instance,job) /
count (count (node_ cpu_ seconds_total) by (instance,job,cpu)) by
(instance,job) * 100) >= 85 < 90

for: 10s

labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage Smin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-90

expr: (avg(node load5) by (instance,job) /
count (count (node_cpu_seconds_total) by (instance,job,cpu)) by
(instance, job) * 100) >= 90 < 95

for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "CPU usage bSmin-avg at {{

S$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-95

expr: (avg(node load5) by (instance, job)

count (count (node cpu seconds_total) by (instance,job,cpu))

(instance, job) * 100) >= 95
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage 5Smin-avg at {{

Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-85-win

expr: (sum by (instance)
(rate (windows_cpu time total{mode!='idle'}[5m]))
>= 85 < 90

for: 10s

labels:

severity: minor
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage Smin-avg at {{

$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-90-win

expr: (sum by (instance)
(rate (windows_ cpu time total{mode!='idle'} [5m]))
>= 90 < 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage bSmin-avg at {{

$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-95-win

/ 8 * 100
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expr: (sum by (instance)
(rate (windows cpu time total{mode!='idle'}[bm])) / 8 * 100
>= 95

for: 10s

labels:

severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage 5Smin-avg at {{
Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-mem-85

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 85 < 90

for: 10s

labels:

severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Memory usage bSmin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-90

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 90 < 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Memory usage bSmin-avg at {{
$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-95

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "Memory usage Smin-avg at {{
$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-85-win

expr: (100 - 100 * windows os physical memory free bytes
/ windows cs physical memory bytes) >= 85 < 90

for: 10s

labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory 5Smin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-90-win

expr: (100 - 100 * windows os physical memory free bytes
/ windows cs physical memory bytes) >= 90 < 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory bSmin-avg at {{
Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-95-win

expr: (100 - 100 * windows os physical memory free bytes
/ windows cs physical memory bytes) >= 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory 5Smin-avg at {{
S$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-net-85

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 85 < 90
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for: 10s

labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({
$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-90

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 90 < 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage Smin-avg at {{
Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-95

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({
Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-85-win

expr:
((rate (windows net bytes received total[5m])+rate(windows net
_bytes sent total[5m])) / 100000000 / 8 * 100) >= 85 < 90

for: 10s
labels:
severity: minor
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "Network usage 5Smin-avg at {({

$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-90-win

>= 90 < 95

expr:
((rate (windows net bytes received total[5m])+rate(windows net
_bytes_sent_total[5m])) / 100000000 / 8 * 100)

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({

Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-95-win

expr:

((rate(windows net bytes received total[5m])+rate(windows net

_bytes_sent_total[5m])) / 100000000 / 8 * 100)
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({

$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

>= 95

FHEHH A AR AR AR AR A R

HHEEHE A H A
- name: Component alerts
rules:

- alert: ServiceNode-Exporter-Prometheus-Down

expr: up{job="service node exporter prometheus"} == 0

for: 1Im

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Service node_ exporter at
Slabels.instance }} DOWN"

oid: "1.3.6.1.4.1.58501.1.10.3.1.1"

{{
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- alert: CDR-Sender-Down
expr: up{job="cdr sender"} == 0
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.2"
annotations:
title: Node {{ Slabels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: CDR-Receiver-Down
expr: up{job="cdr receiver"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.3"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: CDR-Exporter-Down
expr: up{job="cdr exporter"} == 0
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.4"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Docker-Down
expr: up{job="Docker"} == 0

for: 1m
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labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.5"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: TAS-Diameter-Down
expr: up{job="tas diameter"} == 0
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.6"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{

$labels.instance }} for more than 1 minute. Node seems down.

- alert: Prometheus-Down
expr: up{job="prometheus"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.7"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: PostgreSQL-Down
expr: pg up < 1
for: 1m
labels:
severity: major

serverName: "{{ $labels.instance }}"
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moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:

title: Node {{ Slabels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Al1-RTDB-PostgreSQL-Down
expr: sum(pg up{job="RTDB exporter"}) < 1
for: Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-DB-PostgreSQL-Down
expr: sum(pg up{job="DB exporter"}) < 1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Postgres-Exporter-Down

expr: up{job="DB exporter"} == 0 or
up{Jjob="RTDB_ exporter"} == 0

for: 1Im

labels:

severity: minor

serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
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annotations:
title: Node {{ S$labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: SIP-Proxy-exporter-prometheus-down
expr: up{job="SIP-Proxy exporter"} == 0
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.9"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: AS-Counters-Down
expr: up{job="as counters"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.10"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Keepalived-Exporter-Down

expr: up{job="keepalived RTDB exporter"} == 0 or
up{job="keepalived DB exporter"} == 0

for: Im

labels:

severity: minor

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.11"
annotations:

title: Node {{ $labels.instance }} is down
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description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Keepalived-Down
expr: keepalived up < 1
for: Im
labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-Keepalived-RTDB-Down

expr: sum(keepalived up{job="keepalived RTDB exporter"})

<1
for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Keepalived-DB-Down

expr: sum(keepalived up{job="keepalived DB exporter"}) <

for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.
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- alert: SIPProxy-Down
expr: kamailio up < 1
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.13"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Al1-SIPProxy-Down
expr: sum(kamailio up) < 1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.13"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: TAS-Xsi-Events-Down
expr: up{job="tas xsi events"} == 0
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.14"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: AS-Down

expr: as_up < 1
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for: 1m
labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.15"

annotations:
title: Node {{ $labels.instance }} is down
description: Failed to scrape {{ S$labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-AS-Down
expr: sum(as_up) < 1
for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.15"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Patroni-Down

expr:
node systemd unit state{name="patroni.service",state="active"

,type="simple"} < 1
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.16"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Patroni-Down

expr:
sum(node_ systemd unit state{name="patroni.service",state="act

ive", type="simple"}) < 1

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U 54
HacTpoliKe



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

for: 1m
labels:
severity: critical
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.16"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Patroni-Exporter-Down
expr: up{job="patroni exporter"} == 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.17"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Haproxy-Down

expr: haproxy up < 1 or
node systemd unit state{name="haproxy.service",state="active"
,type="simple"} < 1

for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy—-RTDB-Down
expr: sum(haproxy up{job="haproxy RTDB exporter"}) < 1
for: 1Im

labels:
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severity: critical

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy-DB-Down
expr: sum(haproxy up{job="haproxy DB exporter"}) < 1
for: Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy-Down

expr: sum(haproxy up) < 1 or
sum(node systemd unit state{name="haproxy.service",state="act
ive", type="simple"}) < 1

for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Haproxy-exporter-Down

expr: up{job="haproxy RTDB exporter"} == 0 or
up{job="haproxy DB exporter"} == 0

for: 1m

labels:

severity: minor
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.19"
annotations:

title: Node {{ Slabels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Etcd-Down
expr: up{job="etcd RTDB"} == 0 or up{job="etcd DB"} == 0
for: Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.20"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-Etcd-RTDB-Down
expr: sum(up{job="etcd RTDB"}) == 0
for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.20"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Etcd-DB-Down

expr: sum(up{job="etcd DB"}) == 0

for: 1m

labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.20"
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annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Alertmanager-Down
expr: up{job="alertmanager"} == 0
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.21"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: NodeExporter-Prometheus-Down
expr: up{job="node exporter prometheus"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.22"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Grafana-Down
expr: up{job="grafana"} == 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.23"
annotations:

title: Node {{ $labels.instance }} is down
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description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Windows-Exporter-Down
expr: up{job="windows exporter prometheus"} == 0
for: Im
labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.24"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Loki-Down
expr: up{job="1loki"} == 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.25"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{

$labels.instance }} for more than 1 minute. Node seems down.

- alert: Cadvisor-Down
expr: up{job="Cadvisor"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.26"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

S$labels.instance }} for more than 1 minute. Node seems down.
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- alert: sn2gn down

expr: absent (container start time seconds{name="sn2qn"})

for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.27"
annotations:
title: Node sn2gn is down

description: sn2gn on mn-ccsrv1e3 is down

alert: monitor service down
expr: up ==

for: 1m

labels:

severity: minor

annotations:
summary: "Monitor service non-operational"
description: "Service {{ $labels.instance }} is down."

iggdassddsssdasddsaaddddsisadaadddaataddddaaaaan R R Add i

HH#f a4 4SS S
- name: Metrics alerts

rules:

- alert: High-CDR-ProcessingErrors

expr: rate(cdr processing errors[1lm]) > 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.1"
annotations:
summary: "High-CDR-ProcessingErrors"

description: "High-CDR-ProcessingErrors"

alert: CDR-LastProcessedTime-10Min
expr: cdr_ last processed time > 10
for: 1m
labels:

severity: warning
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.2"
annotations:

summary: "cdr last processed time"

description: "cdr last processed time"

- alert: CDR-LastReadTime-10Min
expr: cdr_ last read time > 10
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.3"
annotations:
summary: "cdr last read time"

description: "cdr last read time"

- alert: High-500Http-Rate

rate?EEZﬁhttp_metric_handler_requests_total{code="500"}[lm])
> 0
for: 5m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.5"
annotations:

summary: "promhttp metric handler requests total"

description: "promhttp metric handler requests total"

- alert: High-503Http-Rate

expr:
rate (promhttp metric handler requests total{code="503"}[1m])
> 0

for: 5m
labels:
severity: warning
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.6"
annotations:
summary: "promhttp metric handler requests total"

description: "promhttp metric handler requests total"

- alert: GetStartPosition-Errors
expr: rate(get start pos queries error[lm]) > O
for: 5m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.7"
annotations:
summary: "get start pos queries error"

description: "get start pos queries error"

- alert: GetStartPosition-DB-Errors
expr: rate(get start pos db error[lm]) > 0
for: 5m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.8"
annotations:
summary: "get start pos db error"

description: "get start pos db error"

- alert: ProcessCdr-Errors
expr: rate(process_cdr error[Ilm]) > 0
for: 5m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.9"

annotations:
summary: "process cdr_ error"
description: "process cdr error"
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- alert: Process-CDR-DB-Error
expr: rate(process cdr db error[lm]) > O
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.10"
annotations:
summary: "process cdr db error"

description: "process cdr db error"

- alert: CDR-ProcessigTime-Above3Min
expr: avg_cdr processing time > 3
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.11"
annotations:
summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: CDR-ProcessigTime-Aboveb5Min
expr: avg_cdr processing time > 5
for: 2m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.12"
annotations:
summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: CDR-ProcessigTime-AbovelOMin
expr: avg_cdr processing time > 10
for: 2m
labels:

severity: major
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.13"
annotations:

summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: High-Process-Open-Fds
expr: process_open fds / process max fds > 0.8
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.14"
annotations:
summary: "process open fds"

description: "process open fds"

- alert: CDR-ExportTime-DetailedRecords-10Min
expr: last cdr export time detailed records > 10
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.15"
annotations:
summary: "last cdr export time detailed records"

description: "last cdr export time detailed records"

- alert: CDR-ExportTime-Records-10Min
expr: last cdr export time records > 10
for: 1m
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.16"
annotations:

summary: "last cdr export time records"
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description: "last cdr export time records"

- alert: Last-Export-SuccessFlag-DetailedRecords-10Min
expr: last export success flag detailed records > 10
for: Im
labels:

severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.17"
annotations:
summary: "last export success flag detailed records"

description:
"last export success flag detailed records"

- alert: Last-Export-SuccessFlag-Records-10min
expr: last export success flag records > 10
for: 1Im
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.18"
annotations:

summary: "last export success flag records"

description: "last export success flag records"

- alert: High-Export-Errors-Rate
expr: rate(total export errors[lm]) > 0
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.21"
annotations:
summary: "total export errors"

description: "total export errors"

- alert: High-Export-Errors-DetailedRecords-Rate

expr: rate(total export errors detailed records[Ilm]) > 0
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for: 2m
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.22"
annotations:
summary: "total export errors detailed records"

description: "total export errors detailed records"

- alert: CdrExporter-Total-Export-Errors-Records
expr: rate(total export errors records[lm]) > O
for: Im
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.23"
annotations:

summary: "total export errors records"

description: "total export errors records"

- alert: All-Haproxy-Backend-Is-Down
expr: count by (backend) (haproxy backend up) < 1
for: 30s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.24"
annotations:
summary: "All-Haproxy-Backend-Is-Down"

description: "All-Haproxy-Backend-Is-Down"

- alert: Haproxy-Backend-Down
expr: haproxy backend up < 1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.24"
annotations:
summary: "haproxy backend up"

description: "haproxy backend up"

- alert: High-Haproxy-Front-Errors-Rate
expr: rate (haproxy frontend request errors total[lm])
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.25"
annotations:
summary: "haproxy exporter csv _parse failures total"

description:
"haproxy exporter csv parse failures total"

- alert: Haproxy-Frontend-Security-Blocked-Requests

expr: rate(haproxy frontend requests denied total[lm])

for: 2m
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.26"
annotations:

summary: "haproxy frontend request errors total"

description: "haproxy frontend request errors total"

- alert: Haproxy-Server-Healthcheck-Failure
expr: rate(haproxy server check failures total[lm]) >
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.27"
annotations:
summary: "haproxy frontend requests denied total"

description: "haproxy frontend requests denied total

>

"w

0

>
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- alert: High-Haproxy-Httpbxx-Rate

expr:
rate (haproxy backend http responses total{code="5xx"}[1m])
0

for: 1Im

labels:

severity: warning

serverName: "{{ S$labels.instance }}"

moduleName: "{{ $labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.28"
annotations:

summary: "haproxy server check failures total"

description: "haproxy server check failures total"

- alert: High-Haproxy-Session-Rate

expr: haproxy backend max session rate /
haproxy backend limit sessions > 0.8

for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.29"
annotations:
summary: "haproxy server connection errors total"

description: "haproxy server connection errors total"

- alert: Haproxy-Server-Response-Errors
expr: rate (haproxy server response errors_total[lm]) >
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.30"
annotations:
summary: "haproxy server response errors_ total"

description: "haproxy server response errors total"

- alert: EtcdNoLeader

expr: etcd server has leader gauge < 1

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe

>

0

68



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

for: 1m
labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "EtcdNoLeader"

description: "EtcdNoLeader"

- alert: Etcd-High-Http-Failed
expr: rate(etcd http failed total[lm]) > O
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "etcd http failed total"

description: "etcd http failed total"

- alert: High-Etcd-Leader-Change
expr: increase (etcd server has leader([10m]) > 2
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "High-Etcd-Leader-Change"

description: "High-Etcd-Leader-Change"

- alert: SIP-Proxy core shmmem used

expr: kamailio core shmmem used >
kamailio core shmmem total

for: 10m
labels:
severity: major

serverName: "{{ $labels.instance }}"
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moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.32"
annotations:
summary: "SIP-Proxy core shmmem used"

description: "SIP-Proxy core shmmem used"

- alert: SIPProxy-Failed-Scrapes
expr: rate(kamailio exporter failed scrapes[lm]) > 0
for: Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Failed-Scrapes"

description: "SIPProxy-Failed-Scrapes"

- alert: SIPProxy-High-Shmem-Usage

expr: kamailio core shmmem used /
kamailio core shmmem total > 0.8

for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Shmem-Usage"

description: "SIPProxy-High-Shmem-Usage"

- alert: SIPProxy-Target-Lost-AS

expr:

kamailio dispatcher list target{uri=~"sip:10.13.106.89:5055]s
ip:10.13.106.89:5065|s1p:10.13.106.89:5050[sip:10.13.106.89:5

060"} < 1
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
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annotations:
summary: "SIPProxy-Target-Lost-AS"

description: "SIPProxy-Target-Lost-AS"

- alert: SIPProxy-Target-Lost-Cscf

expr:
kamailio dispatcher list target{uri=~"sip:10.13.106.89:5055]s
ip:10.13.106.89:5065]s1p:10.13.106.89:5050|sip:10.13.106.89:5

060"} < 1
for: Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Target-Lost-Cscf"

description: "SIPProxy-Target-Lost-Cscf"

- alert: SIPProxy-High-Tm5xx-Rate

expr:
rate (kamailio tm stats codes total{code=~"5xx"}[5m]) > 0.1

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Tmb5xx-Rate"

description: "SIPProxy-High-Tmb5xx-Rate"

- alert: SIPProxy-High-Tm6xx-Rate

expr:
rate(kamailio tm stats codes total{code=~"6xx"}[5m]) > 0.1

for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:

summary: "SIPProxy-High-Tm6xx—-Rate"
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description: "SIPProxy-High-Tm6xx—-Rate"

- alert: SIPProxy-High-Tm4xx-Rate

expr:
rate(kamailio tm stats codes total{code=~"4xx"}[5m]) > 0.1

for: Im
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Tm4xx—-Rate"

description: "SIPProxy-High-Tm4xx-Rate"

- alert: SIPProxy-High-Diff-TmCreated-Freed

expr: rate(kamailio tm stats created total[lOm]) -
rate (kamailio tm stats freed total[l0Om]) > 0.02

for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Diff-TmCreated-Freed"

description: "SIPProxy-High-Diff-TmCreated-Freed"

- alert: SIPProxy-Hgh-TmDelayed-Rate
expr: rate(kamailio tm stats delayed free total[lm]) >
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Hgh-TmDelayed-Rate"

description: "SIPProxy-Hgh-TmDelayed-Rate"

- alert: SIPProxy-TnWaiting

expr: kamailio tm stats waiting > 0
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for: 1m
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-TnWaiting"

description: "SIPProxy-TnWaiting"

- alert: Tas-Xsi-Events-Error-Rate
expr: rate(error requests[lm]) > O
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.34"
annotations:
summary: "Tas-Xsi-Events-Error-Rate"

description: "Tas-Xsi-Events-Error-Rate"

- alert: Tas-Xsi-Events-NoEvents
expr: rate(events[1l0m]) == 0
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.34"
annotations:
summary: "Tas-Xsi-Events-NoEvents"

description: "Tas-Xsi-Events-NoEvents"

- alert: TASDiameter-NoAca
expr: rate (NoACA[Im]) > O
for: 5m
labels:
severity: major
serverName: "{{ S$labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.35"
annotations:
summary: "tas diameter NoACA"
description: "tas diameter NoACA"
- alert: TASDiameter-NoAcr
expr: rate (ACR[10m]) == 0
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.36"
annotations:
summary: "TASDiameter-NoAcr"
description: "TASDiameter-NoAczr"
- alert: TASDiameter-Queue-Size
expr: QueueSize > 0
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.36"
annotations:
summary: "TASDiameter-Queue-Size"
description: "TASDiameter-Queue-Size"

alert: AS-High-CPU-Usage

.instance }}"
.job }}"
.1.10.4.1.37"

expr: as_current idle cpu < 20
for: 1Im
labels:
severity: major
serverName: "{{ S$labels
moduleName: "{{ $labels
oid: "1.3.6.1.4.1.58501
annotations:
summary: "AS-High-CPU-Usage"
description: "AS-High-CPU-Usage"
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- alert: AS-High-Current-Sessions
expr: as_current sessions / as max sessions > 0.8
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-High-Current-Sessions"

description: "AS-High-Current-Sessions"

- alert: AAS-High-Sps
expr: as_current sps / as max _sps > 0.8
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AAS-High-Sps"
description: "AAS-High-Sps"

- alert: AS-Counters-High-MT503-Rate
expr: rate(number 503 MT session[1lm]) > 0.1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MT503-Rate”

description: "AS-Counters-High-MT503-Rate”

- alert: AS-Counters-High-MO503-Rate
expr: rate(number 503 MO session[1lm]) > 0.1
for: 1m
labels:

severity: warning
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:

summary: "AS-Counters-High-MO503-Rate"

description: "AS-Counters-High-MO503-Rate"

- alert: AS-Counters-High-MT603-Rate
expr: rate(number 603 MT session[1lm]) > 0.1
for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MT603-Rate"

description: "AS-Counters-High-MT603-Rate"

- alert: AS-Counters-High-MO603-Rate
expr: rate(number 603 MO session[1lm]) > 0.1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MO603-Rate"
description: "AS-Counters-High-MO603-Rate"

- alert: Alertmanager-IsFailing-Sending-Notifications

expr: rate(alertmanager notifications failed total[lm])

for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.38"

annotations:
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summary: "Alertmanager-IsFailing-Sending-Notifications"

description: "Alertmanager-IsFailing-Sending-
Notifications"

- alert: Container-High-Cpu-Usage
expr: rate(container cpu usage secons_totadl[lm]) > 0.3
for: Im
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-High-Cpu-Usage"

description: "Container-High-Cpu-Usage"

- alert: Container-Last-Seen
expr: time() - container last seen > 60
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-Last-Seen"

description: "Container-Last-Seen"

- alert: Container-Cpu-Usage-IsAbove80

expr:
(sum(rate (container cpu usage seconds total{name!=""}[3m]))
BY (instance, name) * 100) > 80

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-Cpu-Usage-IsAbove80"

description: "Container-Cpu-Usage-IsAbove80"
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- alert: Keep-Become-Master-Rate

expr: rate (keepalived become master total[l0m])

for: Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.40"
annotations:
summary: "Keep-Become-Master—-Rate"

description: "Keep-Become-Master-Rate"

alert: Keep-Auth-Fail-Rate

expr: rate(keepalived authentication failure total[1l0m])

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.40"
annotations:
summary: "Keep-Auth-Fail-Rate"

description: "Keep-Auth-Fail-Rate"

alert: PostgreSQL-Exporter-Error
expr: pg exporter last scrape error > 0
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-Exporter-Error"

description: "PostgreSQL-Exporter-Error"

- alert: PostgreSQL-DeadLocks

expr:

for: 1m
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labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-DeadLocks"

description: "PostgreSQL-DeadLocks"

- alert: PostgreSQL-High-Rollback-Rate

expr:
rate (pg_stat database xact rollback{datname!~"template.*"} [3m

1)/

rate (pg_stat database xact commit{datname!~"template.*"}[3m])
> 0.02

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-High-Rollback-Rate"

description: "PostgreSQL-High-Rollback-Rate"

- alert: PostgreSQL-Commit-Rate-Low
expr: rate(pg stat database xact commit[Im]) < 1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-Commit-Rate-Low"

description: "PostgreSQL-Commit-Rate-Low"
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10.3. Nodeexporter

Nodeexporter 3aHMMaeTcss cOOPOM CUCTEMHBIX METPUK (MpoLeccop, NamsaTb,
nT. O.).

10.3.1. YcTaHOBKa

nodeexporter:
image: prom/node-exporter:latest
container name: nodeexporter
user: root
privileged: true
volumes:
- /proc:/host/proc:ro
- /sys:/host/sys:ro
- /:/rootfs:ro
command:
- '—--path.procfs=/host/proc’
- '—--path.sysfs=/host/sys'

- '—-—collector.filesystem.ignored-mount-
points="/(sys|proc|dev|host|etc) ($S|/)"

restart: unless-stopped
expose:

- 9100

- 9182

- 9724
ports:

- "9100:9100/tcp"

- "9182:9182/tcp"

- "9724:9724/tcp"
labels:

org.label-schema.group: "monitoring"
depends_on:

- prometheus
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10.4. Grafana

Grafana — 370 nnatdopma ONA BM3yanM3auUMM, MOHWUTOPUHIA W aHanM3a
JaHHbIX. Vcnonb3yeT meTpukum Prometheus, n oTobpaxaeT ux B BuAe
NHPOPMATUBHBIX FPAdUKOB M AMarpaMm, OPraHM30BaHHbLIX B HacTpanBaemble
naHenu.

Grafana no3BonseT co3nasath pasnnyHble dashboard gna oTobpaxkeHus pasHbIX
cpe3oB JAdaHHbIX, TPpynnmpoBaTb W arpernpoBatb JAdaHHble MO Pa3/INYHbIM
napameTpam.

Grafana nmeet cobcetBeHHbIM WEB nHTEpdelic, XpaHWT AaHHble NOAb30BaTeNel
C PasNIMYHbIMM NpaBaMm AOCTyNa.

10.4.1. YcTaHOBKa

grafana:
image: grafana/grafana:master
container name: grafana
volumes:
- grafana data:/var/lib/grafana
- ./grafana/provisioning/:/etc/grafana/provisioning/
environment:
- GF_SECURITY ALLOW EMBEDDING=true
- GF_AUTH ANONYMOUS ENABLED=true
- GF_AUTH ANONYMOUS ORG_ROLE=Viewer
- GF_AUTH OAUTH AUTO LOGIN=true
- GF_SECURITY_ADMIN_USER:${ADMIN_USER:—admin}
- GF_SECURITY_ADMIN_PASSWORD=${ADMIN_PASSWORD:—admin}
- GF_USERS_ALLOW_SIGN UP=false
- GF _EXPLORE ENABLED=true
restart: unless-stopped
expose:
- 9030
ports:
- "9030:3000"
healthcheck:

test: ["CMD-SHELL", "wget --quiet --tries=1 --spider
http://localhost:3000/1login || exit 1"]

interval: 1s

timeout: 3s

retries: 30
labels:

org.label-schema.group: "monitoring"
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10.5. Loki

Grafana Loki — 370 Habop KOMMOHEHTOB A5 MOJHOLEHHON CUCTEMbI PaboTbl C

Noramu.

10.5.1. YcTaHOBKa

loki:
image: grafana/loki
container name: loki
restart: unless-stopped
expose:
- 3100
ports:
"3100:3100"
labels:

org.label-schema.group:

"monitoring"
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10.6. HEPlify

10.6.1. YcTaHOBKa

heplify-server:
image: sipcapture/heplify-server
container name: heplify-server
ports:
- "9060:9060"
- "9060:9060/udp"
- "9061:9061/tcp"
command:
- './heplify-server'
environment:
- "HEPLIFYSERVER HEPADDR=0.0.0.0:9060"
- "HEPLIFYSERVER HEPTCPADDR=0.0.0.0:9061"
- "HEPLIFYSERVER DBSHEMA=homer7"
- "HEPLIFYSERVER DBDRIVER=postgres"
- "HEPLIFYSERVER DBADDR=db:5432"
- "HEPLIFYSERVER DBUSER=root"
- "HEPLIFYSERVER DBPASS=homerSeven"
- "HEPLIFYSERVER DBDATATABLE=homer data"
- "HEPLIFYSERVER_DBCONFTABLE:homer_config"
= "HEPLIFYSERVER_DBROTATE:true"
= "HEPLIFYSERVER_DBDROPDAYS:5"
- "HEPLIFYSERVER LOGLVL=info"
- "HEPLIFYSERVER LOGSTD=true"
= "HEPLIFYSERVER_PROMADDR:0.0.0.0:9096"
# - "HEPLIFYSERVER_PROMTARGETIP:127.0.0.l"
# - "HEPLIFYSERVER_PROMTARGETNAMEZIocal"

- "HEPLIFYSERVER DEDUP=false"

"HEPLIFYSERVER LOKIURL=http://loki:3100/api/prom/push"

- "HEPLIFYSERVER_LOKITIMERZZ"

restart: unless-stopped

depends _on:
- loki
- db

expose:
- 9090
- 9096
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labels:

org.label-schema.group: "monitoring"

10.7. Homer-APP

10.7.1. YcTaHOBKa

homer-webapp:
container name: homer-webapp
image: sipcapture/webapp
environment:

- "LOKI HOST=loki"

- "PROM HOST=prometheus"

- "DB_HOST=db"

- "DB_USER=root"

- "DB_PASS=homerSeven"
restart: unless-stopped
expose:

- 80
ports:

- "9080:80"
volumes:

- ./bootstrap:/app/bootstrap
depends_on:

db:

condition: service healthy
grafana:

condition: service healthy
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10.8. DB

10.8.1. YcTaHOBKa

db:
container name: db
image: postgres:ll-alpine
restart: always
environment:
POSTGRES PASSWORD: homerSeven
POSTGRES _USER: root
expose:
- 5432
ports:
- "5432:5432"
restart: unless-stopped
volumes:

- ./init-user-db.sh:/docker-entrypoint-initdb.d/init-
user-db.sh

- ./postgres-data:/var/lib/postgresqgl/data

healthcheck:
test: ["CMD-SHELL", "psqgl -h 'localhost' -U 'root' -c
v\\lvu]

interval: 1s

timeout: 3s

retries: 30
depends_on:

- grafana

85



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

10.9. SNMP notifier

SNMP notifier anaeTca npokcupyowmMm moaynem mexay Alertmanager u
BHEWHMMM CUCTEMAMM 1 OTBEYAET 3a OTNPABKY sNnmp trap.

SNMP trap UID 3a4atoTca B COOTBETCTBMM C KOPMOPATUBHOM CTPYKTypoi UID u
ona TAS umetoT npeduke: .1.3.6.1.4.1.19792.30.1.

10.9.1. YcTaHOBKa

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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CnepBa ckavaTb-pacnakoBaTb snmp_notifier Ha HyXHbI cepsep.

3anyckaem M3 nanku ¢ BMHAPHUKOM KOMaHZOWM, coaepkalier dnar, KoTopblit
onpeaendaeT ¢pain c TEMNAENTaMM aNlepTOB, YKa3biBAaET NPOCAYLWMBAEMbIA NOPT
Ha JIOKaNXocCTe, YKasbiBaeT agpec cepsepa ¢ SNMPD v Tpany no ymo/i4aHuto.

./snmp notifier --snmp.trap-description-template=description-
template.tpl --web.listen-address=:9464 --
snmp.destination=192.168.151.107:162 --snmp.trap-default-
0id="1.3.6.1.4.1.98789.0.1"

Ha atom ke (Mnn Ha Kakom npoyem) cepsepe ctasum SNMPD

yum install net-snmp-utils net-snmp-devel net-snmp

BHOCMM HaCTpOMKK:

Knagém MIB-file 8 /usr/share/snmp/mibs

echo "agentAddress 192.168.151.107" >> /etc/snmp/snmpd.conf

echo "snmpTrapdAddr 192.168.151.107" >>
/etc/snmp/snmptrapd.conf

echo "disableAuthorization yes" >> /etc/snmp/snmptrapd.conf

systemctl restart snmptrapd.service && systemctl restart
snmpd.service
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