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PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

1. BBeaeHue

HacToAwmin AOKYMEHT npeactasaser coboil pPyKOBOACTBO MO YCTAaHOBKeE M
HacTpolike cmctembl VEPC Core.

,ﬂ,aHHbIm AOKYMEHT npeaHa3HadyeH AnAa CUCTEMHbLIX aAMWHUCTPATOPOB U
OMbITHbIX NO/Ib30BaTENEN.

MepBWYHas yCTaHOBKa M HACTPOWMKa CUCTEMbI OCYLLECTB/AKTCA CEPBUCHOM
KomaHaon 000 «Tencodpt».

JOKYMeHT 3aTparnsaeT cieaytolime acneKTbl:

=  (O630p CUCTEMBDI.

= ApXUTEKTypa pelleHus.

=  OnucaHme NOACMCTEM CUCTEMBbI.

=  OnucaHue yCTaHOBKM KOMMOHEHTOB CUCTEMbI.
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2. 0630p cuctembl

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe

EPC (Evolved Packet Core) — 3To apxuTekTypa agpa CeTUM C KOMMyTaluen
nakeToB, pa3paboTaHHas ana ceten 4G LTE ¢ nogaepkkon 2G, 3G n 5G NSA
(Non-Standalone). EPC obecneuynBaeT BbICOKOCKOPOCTHYIO Nepefadvy AaHHbIX,
NOAAEPHKKY  MYAbTUMEAMMHBIX  YCAYr M MHTErpaumio € PasanyHbIMU
TEXHONOTMAMM AO0CTYNa, BKAOYaA nogaepx Ky VoLTE n VoWiFi.

OcHoBHble annemeHTbl EPC:

MME  — ynpaBndeT curHaausaumerd u MODOMALHOCTBIO NOAb30BATE/NEN,
ayTeHTMOMKALMEN N YCTAHOBIEHWEM COEANHEHWNN.

SGW — To4yKa nepegaum AaHHbIX MeXAy PaanoCceTbio U AAPOM, BbIMOJHAOLWASA
MapLpyTU3aLMio TpaduKa 1 ynpasaeHne Ceccusamu.

PGW — TouKa BbIX04a B CTOPOHHME CETU (Hanpumep, MHTEPHET), BbINMOAHAOLWAA
bYHKUMM MapLupyTU3aumK, agpecaumm n QoS.

B pexkmme 5G NSA EPC pabotaeT cosmecTHo ¢ gNB (5G 6a30BbiMM CTaHLMAMM)
yepes nHTepodeinc N26, obecneumas paboTy cetert 5G ¢ aapom 4G. OCHOBHbIE
GYHKUMKM  BKAKOYAKOT  NOAAEPMKKY CUTHanuMsaumum, mobunbHoctn, QoS w
YyMPaBAEHNA CeaHCaMM AaHHbIX.

EPC peanusyet KoHuenumto CUPS, pasaenas n1OCKOCTU yNpaBAeHUA 1 nepeaaym
[@aHHbIX. ITO MOBbILAET MACWITabMPYEMOCTb, CHUKAET 3a4EePKKN U ynpoLlaeT
pPa3BepPTbIBAHWE 31EMEHTOB B pPacnpeaeNeHHON apXUTEKTYpe
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3. ApxutekTypa cMCTeMbl

Ha pucyHke 1 npeacTasneHa obulas apxMTeKTypa CUCTEMbI.

— — — Control Plane

User Plane ET‘

GERAN

(ligid) e — — —

BTS B5C

UTRAN

el |
Y o ——
-

MNodeB RMNC

E-UTRAN

eModeB

N3 PCF
Puc. 1. Apxutektypa cetn IMS
BTS: base transceiver station BSC: base station controller
RNC: radio network controller SGSN: serving GPRS support node
MME: mobility management entity HSS: home subscriber server
P-GW: PDN gateway PCREF: policy and charging rules fu
AMF: access and mobility management function SMF: session management functic
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UDM: unified data management

4G service interfaces

NF Interface Name
MME S6a
S11

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe
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4G service interfaces

NF Interface Name
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4G service interfaces

NF Interface Name
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E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe
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4G service interfaces

NF Interface Name
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4G service interfaces

NF Interface Name

Gn

SLs

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe
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4G service interfaces

NF Interface Name
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4G service interfaces

NF Interface Name
Sxa
PGW-C/GGSN-C Sxb

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe

Peer NF
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4. PazBépTbiBaHWe BUPTYaJibHbIX MalUUH

Mpoueaypa pPasBEPTbIBAHMA BMPTyasbHbIX MallMH C 0Opasamu 3/1eMeHTOB
cucTembl B 061aKe NPon3BOAUTCA NOCPEeACTBOM NaHenn ynpasaexHma OpenStack
(horizon).

MNpeasapuTeNbHO aMUHUCTPATOPaMM CUCTEMbI OonepaTopa YCTaHaBAMBAOTCA
OrpPaHWYeHUA O1A KOHEYHOro Mo/b30BaTens (MOCTaBWMKA PEWeHus) U
NpeaocTaBAAlTCA PECYpPChbl COOTBETCTBEHHO MapamMeTpam CMCcTeMbl (Ha ocHoBse
[aHHbBIX O XapaKTepUCTMKax BMPTYasbHbIX MalMH W pacyeTe Tpebyembix
PECYpPCOB, aPXMTEKTYPbI PELIEHWNA U CETEBOW AMarpammbl

4.1. JlocTyn K naHe/u ynpasB/ieHns

[lna aoctyna K naHenu ynpasaeHuna onepatop obecneymsaeT co3gaHne y4eTHOM
3anMcK Noab3oBaTena CMCTEMbI (MPU HEOBXOAMMOCTM FPYNMbl U POAK) U
npeaocTaBseT:

" IMA XOCTa MK 0BLLEeAOCTYNHbIN IP-aapec

" JIMA NO/Ab30BaTENA M Napob ANA aBTOPM3aL MM

* ecnv 061aKko NoAAepKMBAET MHOTOIOMEHHYO MOAE/b, TakKe coobliaeTca
[OMEHHOE UMA

JlocTyn K naHenn ynpasieHna ocyLLecTBAseTcA Yepes Beb-Opay3ep,
COOTBETCTBYIOLNIM caeaytowmm TpeboBaHUAM:
" TUMN U BEpPCUA (He HUKe):

* Chrome 64
* Firefox 79
e Safari13.4
* Opera5l

* Edge79

" noageprKa JavaScript n ¢pannos cookie

4.2. BoipeneHve pecypcos

Ha aTane noAroToBKM K npoLeaype pa3BepTbiBaHWA BUPTYaIbHbIX MaLLUH
aAMUHUCTPATOPaMM CUCTEMbI ONepaTopa ONpeaenAtoTCA U HaCTpPamBatoTCA
cnefytoLLmMe KaTeropmm pecypcos, BolAenaemble AN CUCTEMbI:

= BbluMCANTENbHbIE PECYPChI

= CeTeBble pecypchbl

= XpaHuauie AaHHbIX

15
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4.2.1. BbluncantenbHble pecypchbl

XapaKTepUCTMKM BbIYUCAMTEIbHbIX PECYPCOB 33[at0TCA B MapameTpax NoACMCTEMb
OpenStack nova. Nova MCnosib3yeT cucTeMy KBOT A1 YCTaHOBKM OrpaHUYeHnin Ha
Pecypchl, TakMe Kak KONMYECTBO 3K3eMNAApoB MM ymncno CPU, KoTopble MoMKeT
MCMNO/Ib30BaTb KOHKPETHBIM MPOEKT UK NO/b30BaTe/b. BapMaHTbl BbIYUCIUTESbHbIX
aksemnnapos nova (flavours) onpenensioT BbIYUCAUTENBHYIO MOLLHOCTb, 06beM
NaMATU U EMKOCTb BUPTYa/IbHOTO cepBepa, KOTOPbIM MOXKeT BbITb 3anyLLeH.

B yacTHOCTK, 334at0TCA Cneaytolne KaloYeBble NapaMeTpbl:

= Name — HaumeHoBaHwue flavour

VCPUs — KONM4ecTBO BMPTYyasibHbIX NPOLECCOPOB A4 MCNOIb30BaHNUA

= Memory MB — 06bem MCNo/ib3yemMoin OnepaTMBHOM NamaTh (B merabaiTax)
Root Disk GB — 06bem AMCKOBOro NPOCTPaHCTBa (B rurabaiitax),

MCNONb3YyeMbli 418 KopHeBOro (/) pasaena. KopHEBOW AMCK — 3TO 3bemepHbIi
(BpemeHHbI) ANCK, Ha KOTOPbIM KonupyeTcs 6a3osblii 06pas. Mpu 3arpyske ¢
NoCcTOsiHHOrO Toma (persistent volume) He ncnonb3yeTcs

=  Ephemeral Disk GB — 06bem AMCKOBOro NpoCcTpaHcTBa (B rurabaiiTax), KOTOPbIN
OyaeT Mcnonb3oBaThes A4 ademepHoro pasaena (ephemeral partition —
/IOKaNbHOE AMCKOBOE XPaHUANLLE, CBA3AHHOE C U3HEHHbBIM LIMKIOM 3K3eMNAsApa
BMPTYabHOM MalliMHbI)

=  Swap — 0b6bem NPOCTpaHCTBa NOAKaYKM (B merabaiTax) 4158 MCMOb30BaAHMS

MapameTpbl KBOT M BbIYMCAUTENbHbIX 3K3EMMNIAPOB 3a4at0TCA Ha 3Tane
NOArOTOBKM K Mpouedype  pa3BEpTbiBaHMS  BMPTyasbHbIX  MalUUH
aAMUHUCTPAaTOPamMM  CUCTEeMbl  onepatopa (Ha  OCHOBE  JaHHbIX O
XapaKTepUCTUKAX BUPTYabHbIX MaLIMH U pacyeTe Tpebyembix PecypcoB).

4.2.2. CeTeBble pecypcbl

XapaKTepUCTMKM CETEBbIX PECYPCOB M KOHOUIypaLMsa CETU 334at0TCA B NapameTpax
noacuctembl  OpenStack neutron. Ha 3Tane noAroToBKM K npoueaype
Pa3BEPTbIBAHMA BMPTYalbHbIX MallMH aAMMHUCTPATOPaMM CUCTEMbI OMepaTopa
OCYLLECTBNAETCA HACTPOMKa ceTeBOM WMHOPACTPYKTYpbl B COOTBETCTBUM C
APXUTEKTYPOM CUCTEMbI W TOMOJNIOTMEN CETWU, MNPEAOCTaBAAEMON MOCTABLLMKOM
pelleHma (Ha OCHOBE A@HHbIX O XapaKTEPUCTMKAX BUPTYaAbHbIX MALLMH W pacyeTe
TpebyembiXx PECYPCOB, apPXUTEKTYPbI PELUEHNS 1N CETEBOW AMarpammbl).

4.2.3. XpaHunuue faHHbIX

XapaKTepuCTUKM PECYPCOB XpaHWUAMULLEN AaHHbIX 334at0TCA B MapameTpax
noacuctem OpenStack glance (xpaHunuuie obpasos), cinder (6aokosoe
XpaHUAuLLE) M nova (BpeMeHHOe XpaHuauLLEe). B COOTBETCTBMM C A@HHBIMK O
XapaKTepPUCTUKAX BUPTYanbHbIX MallMH M pacyeTe Tpebyembix pecypcos
aAMMUHUCTPATOPaMM CUCTEMbI ONepaTopa NPOoM3BOAMTCA BblAg/IeHNE KBOT U
pe3epBMpOBaHME PECYPCOB B COOTBETCTBYOLMX Moaynax OpenStack.

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

o 16
HacTpoiike
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4.3. 3arpy3ka n ynpas/sieHMe obpasamu BUpPTyaJibHbIX

MalluH

Pa3BepTblBaHWE M aMUHUCTPUPOBAHME SNEMEHTOB CUCTEMbI, NPEACTAaBNEHHbIX
B BUAE 0O6Pa30B BUPTYasIbHbIX MALLWH, OCYLLECTB/IAETCA NOCTABLWMKOM PeLIeHNA
B paMKax NpefoCTaBAEHHbIX MO/1b30BATENbCKMX MPUBMAETUIA WU BblAENEHHbBIX
06.1a4HbIX Pecypcos.

Obpa3 BUPTYyanbHOW MallMHbI NpeacTaBadeT cobol oTaenbHblin  dann,
coAepsKallMii  BUPTYasnbHbIA [AWCK, Ha KOTOPOM YCTAaHOB/EHA 3arpy3oyHas
onepaumoHHan cuctema. Obpasbl UCMOAb3YIOTCA A1A CO3AaHUSA IK3EMMNSPOB
BMPTYabHbIX MallMH B 0bnake.

4.3.1. 3arpy3ka o6pa3oB

B cooTBeTctBMM € meToamkol OpenStack 3arpyska obpa3oB yepes naHesb
ynpasaeHus (horizon) BeINOAHAETCS CaeayoWmm obpasom:

1. OcyuwecTtendaetca nepexon B pasgen Project, nanee 8 nogpasaen Compute.
2. B KaTeropmm Images BbibMpaeTcs NyHKT co3aanmsa obpasa (Create Image).

3. [lanee B OTKPbIBLIEMCS AMaN0re yKasblBatoTCA OCHOBHbIE NapameTpbl 0bpasa,
npuBeaéHHble B TabinLe HuxKe.

Tabnuua 3. lNapamempesl 0bpasa

MNapameTtp

OnucaHue

Image Name

HanmeHoBaHue obpasa

Image Description

KpaTkoe onucaHue obpasa

Image Source

McTouHMK 06pasa: mecTononoxKeHue uamn uma daiina

Image File or Image Location

URL ans yKasaHus mectonosioxkeHua daiina unum nyto K paiiny
(npw 3arpysku us oKanbHOM GaoBON cUCTEMBI)

Format

dopmart obpasa (Hanpumep, RAW —img)

Architecture

ApXUTEKTYpa BUPTYaNbHOW MallUHbI (Hanpumep, x86_64)

Minimum Disk (GB)

MWHUManNbHbIA 06BbeM ANCKOBOrIo NpoCTpaHCTBa, HE
3anosiHAeTCA

Minimum RAM (MB)

MWHUManNbHbIA 06BbeM OI'IepaTMBHOﬁ namATKn, He

3anonHseTcs
Copy Data HeobxoaMMOCTb KONMPOBaHUA AaHHbIX B C/y*KOy 06pasos
Visibility MpaBa gocTyna K 06pasy. Public nunu Private.

PaspelueHune Ha yaaneHne obpasa ToNbKO Nosb3oBaTeNEM C
Protected P vA P

COOTBETCTBYHOLWLMMU NMPpaBamu

Image Metadata

MeTagaHHble AN pecypca

4. Tocne yKkasaHus napameTpoB 06pasa, BbIMOMHAETCA ero cosdaHue
NOCTaHOBKA B O4epesb Ha 3arpysky.
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4.3.2. N3ameHeHue obpasa

[Ona wn3meHeHMA napameTpoB ob6pasa 4Yepe3 naHenb ynpasnexHua (horizon)
BbINONHAIOTCS ceaytollme AeNCTBUA:

1. OcywecTtBnaeTcA nepexos B pasaene Project, aanee B nogpasaen Compute.

2. B kaTteropum Images M3 BbINAJAlOWEro MeHI0 BblOMpaeTcs  MyHKT
pefakTMPOBaHMA A1a coOTBeTCTBYoWero obpasa (Edit Image).

3. [lanee B OTKPbIBLIEMCS AMAN0Ore YKa3blBAOTCA OCHOBHbIE MapameTpbl 0bpasa.

4.3.3. YpaneHue obpasa

Ona ypaneHua obpasa depes naHenb ynpasaeHusa (horizon) BbiNoAHAOTCS
cneaywoume aencTema:

1. OcywecTtBnsaetca nepexon B pasgene Project, ganee B nogpasgen Compute.

2. B kaTeropuu Images 13 BbiNaZatoLLero MeH BblbMpaeTca NyHKT yaaneHusa ans
cooTBeTcTBYtOLLEro obpasa (Delete Image).

4.4. Hactpoiika goctyna u 6e3onacHOCTM AN 3K3eMNIAPOB

Mepen 3anycKOM 3K3eMMNaspa BHOCATCA MpaBuaa rpynnbl 6e3onacHocTM, 4TobbI
obecneynTb BO3MOXKHOCTb BbINOSIHEHMA 3X0-3aNPOCOB M MCNONb30BaHMA SSH ana
NOAKMOHEHMA K SK3EMMAAPY.

lpynnbl  6e3onacHoctTM — 3T0 Habopbl npasua  IP-duabTpaumm, KoTopble
onpeaendAlT CeTeBON AOCTYN U NPUMEHAIOTCA KO BCEM 3K3eMMApamM B pamKax
npoeKTa.

[anee GpopMMpytoTCs Napbl KAoYen — ydeTHble AaHHble SSH, KoTopblie BHeAPATCS
B 3K3EMNIAP NPU €ro 3anycke).

[Ona pocTyna K ak3emnnapam no npotokonam SSH mn ICMP (ping) Heobxoammo
Ha/M4Me COOTBETCTBYIOLLErO Npasuaa B rpynne 6e3onacHoCTy.

4.5. 3anyck u ynpassieHue 3K3emMnasapamm

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U

HacTpoliKe

DK3emMnAApbl — 3TO BUPTYasibHble MallnHbl, paboTatolme BHyTpK obaka.
3anycTnTb 3K3eMNASP MOXKHO U3 CAeAYIOLLIMX MCTOYHUKOB:

= 06pas, 3arpy*KeHHblit B cy»by 06pas3os.

=  06pas, CKoNMpoBaHHbIM Ha persistent volume.

" CHMMOK 3K3emnaspa.
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4.5.1. 3anyck 3k3emMmnaspa

B cooTBeTcTBMM C MeToamKol OpenStack 3anyck ak3emnaspa Yyepes naHeNb

ynpasnexua (horizon) BbiNnoAHAETCA cneayowmm 0b6pasom:

1. OcywecTtBndaeTca nepexon B pasgen Project, ganee 8 nogpasgen Compute.

2. B KaTeropum Images BbibMpaeTcs NyHKT 3anycka aksemnasapa (Launch Instance).

3. [lanee B OTKPbIBLLUEMCA AMan0re yKasblBaOTCA OCHOBHbIE NapameTpbl

3K3eMNAspa, NpMBeaEHHbIe B Tabanue HmKe.

Tabauua 4. MNapamempa sKk3emnasapa

MNapameTp

OnucaHue

Instance Name

Nma aKksemnnapa

Description

KpaTkoe onncaHue BUPTYyanbHON MaLUMHbI

Availability Zone

30Ha A4OCTYNHOCTH

Count

KonnyecTso 3anyckaemMbiX 3K3eMMAAPOB

BknagkKa Source

Instance Boot Source

TuUNbl UCTOYHMKOB 3arpy3KkM obpasa:

Boot from image

Boot from snapshot

Boot from volume

Boot from image (creates a new volume)

Boot from volume snapshot (creates a new volume)

Bknagka Flavor

Flavor

YKa3blBaeTcA pa3mep 3anyCckaemoro akemnnaapa

Bknagka Networks

Selected Networks

BblbpaHHble ceTu

Bknaaka Network Ports

Ports

NepeyeHb NOPTOB, HAa3HAaYaEMbIX IK3EMMNAAPY

Bknagka Security Groups

Security Groups

Mpynnbl 6e30NacHOCTM, Ha3HaYaeMbIX IK3eMNAApY

Bknagka Key Pair

Key Pair

Mapa Katoueit

Bknagka Configuration

Customization Script Source

CueHapuii HacTPOIKKM, KOTOPbIV 3aMycKaeTcs noc/e 3anycka

aK3emMnaapa

Bknaagka Metadata

Available Metadata

dnemMeHTbl MeTaZaHHbIX 4NA aK3emMmnnapa

4.5.2. MNoaknroueHue K 3K3eMnaapy ¢ nomoubio SSH

[lna noAkAlyeHna K 3K3emnaapy € NomMoLpio SSH MCnonb3ytoTca 3arpy*KeHHbIN
dain napbl KAoden. [JocTyn MOMET OCYLLeCTBAATbCA C MOMOLLb  1t0H0oro
coBMeCcTUMOoro SSH-TepmmHana.
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5. YctaHoBKa 3nemeHTOB VEPC

5.1. YctaHoBka SPGW-C

MonyumTe paspelleHne Aaa CBOero nosnb3oBaTens gitlab ana goctyna K
penosunToputo gitlab.telsoft.org:vepc.

HobaBsTbe ssh ceptudumkat BM B gitlab noa cBomm akkayHTOM.
KnoHunpyinTe penosutopuii

git clone git@gitlab.telsoft.org:vepc/c-plane

cd /home/cupsuser/c-plane/cmd/spgw-c/

OTpenaKktnpyinTe spgw.yaml cOrnacHo HW3KOYPOBHEBOMY [AM3aMHY CETW.
HeobxoaMmo KoppeKTHO yKa3aTb Bce |IP agpeca n aboHeHTCKME My/ibl.

Mepea 3anyCcKOM MPUAOKEHMS YAOCTOBEPbLTECH B CBA3@HHOCTM C OCTa/lbHbIMM
a/1eMeHTaMM MCKO/Ib3yst KOMaHbl ping 1 traceroute

cobepute n 3anyctute SPGW-C

go run . 2>mylog.log

5.2. YctaHoBka SPGW-U

Bbirpysute npoekT un3 Git:

git clone git@gitlab.telsoft.org:vepc/pgwexpert.git

CobepuTte NPoeKT:
cd module

make

3anycTuTte moaynb:

sudo insmod pgwexpert.ko

OCTaHOBUTbL MOAY/1b:

sudo rmmod pgwexpert.ko

Onumn moayns (sysfs):
MoKa3aTb AOCTYMHbIE ONUMK:

Is /sys/module/pgwexpert/parameters/

pgwe_version - HoMep BePCMM MOAY NS

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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pgwe_build - Homep 6unga moayna

pgwe_debug - nebyxHan Bepcma moayns (¢ AebysKHbIM BbIBOAOM)?

factory_numa - Ha Kako NUMA 3anyckaTb NOTOKM 06paboTKM NakTeToB
factory_cpus - ckonbko CPUs 1cnonb3oBaTth 417 06paboTKM NakeToB
factory_ring_size - paamep KonbLeBoro bydepa a14 nakeTos

factory_tcp_sort - copTpoBaTb TCP nakeTbl MO X3l CyMMe 3aro/loBKa’?

dscp_forward - skn/sbikn DSCP forward

upcp_server_ip - agpec cepsepa moayna (NpuHumatolero ynpasastouwmne UPCP
KoMaH/bl)

upcp_server_port - NopT cepsepa Moayns
upcp_client_ip - TekywwmMiA agpec KaveHTa (ynpasadtoliero moayns MNasna)

upcp_client_port - TeKyLLMI1 NOPT KANEHTA

iphook_filter_dev - BKNOYNTL/BbIKNOUYNTL GUALTP AEBANCOB (€CAU BKAKOYEH, TO
TONbKO [AeBalickl, 3agaHHble iphook ip_dev_name u T1.n. 6yayt paboTath,
OCTa/ibHble UTHOPUPYIOTCS)

iphook_ip_dev_name - nms aesaica IP Tpaduka
iphook_gtp_dev_name - uma aesaica ana GTP Tpaduka

iphook_upcp_dev_name - ums aeaica anqa ynpasastoulero UPCP Tpadmka

dbg flood counter - Tekylwmit KayHTep AebyKHbIX coobLIeHMI B dmesg

dbg flood limit - naumuT, nocne KoToporo AebyskHble  coobueHus
npekpallatoTea (Kpome oLNMBOK M BOPHUHIOB)

dbg heartbeat - ecnn 3agaH, To Kaxkaple 20 cek B Amecr cbpacbiBaeTca Tekyllee
COCTOSIHME MOy /S

5.3. YctaHoBka MME

KnoHunpyinTe penosntopui

git clone git clone https://gitlab.telsoft.org/vepc/mme.git -b dborisov-master
cd mme/mme

cobepuTe 1 3anyctute

cd /usr/local/mme

go mod tidy

go build
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/mme

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe
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6. YcTaHOBKa M HacTpoika 6a3bl gaHHbIX

6.1. YcranoBka b/l PostgreSQL ans

IMNOpTMpPYMTE KAKOY NOANUCK PENO3UTOPUA:

sudo apt install curl ca-certificates
sudo install -d /usr/share/postgresql-common/pgdg

sudo curl -o /ust/share/postgresql-common/pgdg/apt.postgresql.org.asc --fail
https://www.postgresql.org/media/keys/ACCC4CF8.asc

Cozparite dain KoHOUrypaLUMmn peno3nTopus:

sudo sh ¢ 'echo ‘"deb [signed-by=/usr/share/postgresql-
common/pgdg/apt.postgresql.org.asc]
https://apt.postgresql.org/pub/repos/apt S(Isb_release -cs)-pgdg main" >
/etc/apt/sources.list.d/pgdg.list'

O6HOBUTE CMINCKM NAKETOB:

sudo apt update

YctaHoBute 17 Bepcuto PostgreSQL:

sudo apt install postgresql-17

3apaiiTe Naponb Nofb3oBaTento postgres:
YT06bl M3MEHWTb Napo/b NoNb30BaTena B "PostgreSQL’, Bbl MoxeTe
BOCMO/1Ib30BATbCA HECKONIbKMMM METOAaMMU.

Mcnonb3oBaHMe KomaHAabl \password B psql:

OTKpoMnTe TepMUHan M noaxatoumTech K PostgreSQL™ noa nonb3osatesnem
postgres:

sudo -u postgres psql

B MHTepaKTMBHOM 060104Ke “psql’ BbINOAHUTE KOMaHAY A48 U3MEHEeHUs
napons:

\password postgres
CucTemMa 3anpocuT BBO/, HOBOTO MapOo/A U ero NoATBEPKAEHME.
Mcnonb3osaHune SQL-3anpoca "ALTER USER':
MoaxntoumTech K psql noa nosnb3oBaTenem postgres:
sudo -u postgres psql
BeinonHuTte SQL-3anpoc 4nAa U3MeHeHNA Napona:
ALTER USER nma_nons3osatena WITH PASSWORD 'HoBbI_Naposib';

BbitamTe 13 “psql':
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Y6eautech 4to cepsep PostgreSQL 3anyuleH 1 rotToB NPUHMMaTb NOAK/IOYEHUA:
sudo systemctl status postgresgl<version>.service

CoszpanTe nyctyto 6a3y AaHHbIX M AobaBbTe BO BAaLeHMe BaLLero nob3oBaTtens.
- OTKpOMTe TEPMMHAN U NEPEKTOYMTECH HA CUCTEMHOTO NO/b30BaTENA postgres:

sudo -1 -u postgres

- 3anyctute kameHT psgl (noa nonb3oBaTenem postgres):

psql
BHyTpu psql> co3painTe HoByto 6a3y AaHHbIX C BNaenbLem postgres (3ameHuTe
mydb Ha Hy»KHOe UMA):
CREATE DATABASE mydb OWNER postgres;
MpoBepbTe cnMcok 6a3 (Heobs3aTeIbHO):
\l
BbinamTe 13 psql:
\q
- BepHuTeCh K Balemy 06bl4HOMY MOJIb30BATE/O (€C/IN HYXKHO):
exit

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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7. Hactpounka NTP-cepBepa

7.1. MpoBepuTb YCTAaHOBNEHHYIO YTUIUTY

MoakntounTech k cepBepy no SSH.
MpoBepbTe, Kakasa yTunuTa UCnosnb3yeTcs Ha cepeepe:

systemctl status ntp

systemctl status chronyd

systemctl status systemd-timesyncd

Mbl pekoMeHAyeM UCMOoNb30BaTh Chrony, HO Bbl MOXETE HAaCTPOUTb
TY YTUNUTY, KOTOpPasi y>ke yCTaHOBIIEHA Ha cepBepe.

Ecnun Bbl xOoTUTE nepeﬁTM Ha Chrony, OTKIIOYUTE U yaannte yTUInTbl systemd-
timesyncd U ntpd N YCTAHOBUTE Chrony:

systemctl disable <name>

sudo apt remove <name>

sudo apt-get install chronyd

YKaxuTe <name> — UMS YTUIUTbI, KOTOPYHO HYXXHO yAanNuUTb (ntp UMW systemd-

timesyncd)

7.2. Hactpoutb ytuauty Chrony

1.

3anyctuTte chrony:

systemctl start chronyd

OTKkpoviTe KOHUIypaLMOHHbIA bann chrony B TEKCTOBOM pPeaaKkTope vi:

vi /etc/chrony/chrony.conf

[o6aebTe unu 3ameHnte NTP-cepBepbl B dhanne.

server <domain> iburst

YKaXnute <domain> — JOMEHHOE UMSI N aapec nyna unu cepsepa.
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Ecnu Hy>XHO ykasaTb HECKONbLKO CEPBEPOB, YKaXNUTE Kaxabl B OTAENbHON
CTPOKe, Hanpumep:

server 0O.spb.ntp.selectel.ru iburst

server l.spb.ntp.selectel.ru iburst

4. Bblngute U3 TEKCTOBOrO pefakrtopa vi C COXpaHEeHUEM U3MEHEHWUI:

TWq
5. lepesanyctute yTUNnUTy chrony:

sudo systemctl restart chronyd

6. [lNpoepbTe cnncok ncnonbsyembix NTP-cepBepos:

chronyc -N sources

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe
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8. YcraHOBKa noacucTeMbl aMUHUCTPUPOBaHNA.

WEB cepBep, peanusylowmin  GyHKUMM  yNpaBAEHMS,  HAaCTPOMKM W
aAMUHNCTPUPOBAHMSA CUCTEMBI.

8.1. vEPC OAM Portal

Moayns VEPC OAM Portal npeacrtasnsetr coboit BebH-nopTan co CNMCKOM
cepBeposB, rpynn cepBepoB U MHGOPMALIMEN MO HUM, CO CMMCKOM CEPBUCOB U
nonb3oBaTtenel noprtana. OH obecneymBaeT BO3MONKHOCTb BbINOAHATE MML
KOMaHZbl AN M3MEHEeHUs KOHWUIypauMu, a TaKKe 3anpocoB [AaHHbIX MO
NONb30BATENbCKMX CECCUAX. TaKyKe MOo3BOMSET CHUMATb CUIHa/bHbINM 06MEH Mo
NHTEepdericam 1 aboHeHTaM.

8.1.1. YcTtaHOBKa

Ons yctaHoskn VEPC OAM Portal BbinonHWTe cheaytouime AencTBmA:
3arpysuTe git-peno3nTopuii:
git clone https://gitlab.telsoft.org/tel/vepc-api.git
BbINONHWTE KOMAHAY ANA YCTaHOBKM:
make setup
Co3paitte KoHOUIypaLUmOHHBbI dalin cornacHo npumepy config.template.yaml:
env: "production”
http_server:
host: "127.0.0.1"
port: 8080
timeout:
request: 60s
read: 3600s
write: 3600s
idle: 3600s
shutdown: 10s
cors:
enabled: true
allowed_origins: []
allowed_methods:
- "GET"
- "POST"
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- "PUT"
- "PATCH"
- "DELETE"
- "OPTIONS"
allowed_headers:
- "Origin"
- "Content-Type"
- "Accept”
- "Authorization"
expose_headers:
- "Content-Length"
max_age: 12h
jwt:
access_secret: ""
refresh_secret: ""
database:
driver: "postgres"
host: "127.0.0.1"
port: 5432
user: "postgres"
password: ""
name: "
ssl_mode: "disable"
migration:
path: "/usr/share/vepc-api/migrations"
WS_manager:
timeout: 10s
ping_period: 30s
shutdown_timeout: 15s
HacTtpoliTte nginx, rae host n port — 3aHauyeHuns 13 KoHdUrypaumoHHoro danna
nginx
server <servername>{
location /api {
include proxy_params;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
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proxy_buffering off;
proxy_cache off;
proxy_read_timeout 3600;
proxy_connect_timeout 3600;
proxy_send_timeout 3600;
proxy_pass <http://host:port>;

Cospaitte cepsuc systemd, daiin /etc/systemd/system/vepc-api.service:

[Unit]
Description=vEPC API
After=syslog.target
After=network.target

[Service]

WorkingDirectory=/opt/mml-api
ExecStart=/opt/mml-api/vepc-api --config=local.yml
RestartSec=10

Restart=always

[Install]
WantedBy=multi-user.target

3anyctuTe cepBuc

sudo systemctl status vepc-api.service

8.1.2. YcraHoBka Trace Agent

MepexoAMMm K ycTaHOBKe moayna cbopa Tpencos.
KnoHupyinTe git-penosntopuin:

git clone https://gitlab.telsoft.org/tel/vepc-agent.git

BbinonHMTe KomaHAay ANA YCTaHOBKM:

make setup
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ObHoBUTEe/CO3aalTe KOHPUrYpaLUMOHHbLIK dalin Ha base config.template.yaml

app:
name: "vepc-agent"
version: "0.1.0"
log:
level: "info"
format_json: false
rotation:
file: "/var/log/vepc-agent/service.log"
max_size: 10
max_backups: 5
max_age: 28
compress: true
grpc_server:
host: "127.0.0.1"
port: "9090"
timeout:
shutdown: 10s
reflection: false
heartbeat_interval: 30s
trace:
output_dir: "/var/lib/vepc-agent/traces"
streamer:

port: 2002

CospainTe cepsuc systemd, dain /etc/systemd/system/vepc-agent.service:
[Unit]

Description=vEPC Trace Agent

After=syslog.target

After=network.target
[Service]

WorkingDirectory=/opt/vepc-agent

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe

30



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

ExecStart=/opt/vepc-agent/vepc-agent --config=local.yaml
RestartSec=10

Restart=always

[Install]

WantedBy=multi-user.target

3anycTuTe cepsmc

sudo systemctl start vepc-agent.service

MpoBepbTe CTaTyC cepBumca, OTCYTCTBME OLLIMBOK

sudo systemctl status vepc-agent.service

OnumoHanbHo npoBepbTE NocneaHme norn cepsumca

tail -f <log_dir>/<filename>
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9. YcTaHOBKa NoACUCTEMbl MOHUTOPUHIA

MNoacnctema MOHUTOPUHIA YCTAaHABAMBAETCA Ha CepBep:

[OnAa yCcTaHOBKM MOACUCTEMbI MOHWTOPWUHIA HEOOXOAMMO 3amnyCcTUTb CKPWUMT
MHcTanaTopa. [Jaa 3anycka HeobxoAMMO MponucaTb NepemeHHble (ecan ectb
npaBa) M ckayaTb dann docker-compose.yml, ckayatb 06pas. Ana moctyna K
nepemeHHbIM nepexoaum no nytn Settings = CI/CD - Variables.

Mpy HeEOBXOAMMOCTN BHOCUM M3MeEHEHWUA B BUHAMHT NopToB B daine docker-
compose.yml.

=

docker-compose.ym
|

3anycKkaem cepBMC KOMaHaoM:

docker-compouse up -d

Mpuv  3anycke CKPUAT MO  MNOPAAKY YCTaHaBAMBAET BCE KOMMOHEHTHI,
Heobxoanmble A5 PaboTbl MOACUCTEMBI.

Hanee 6y,£|,yT npeacrtassieHbl 4aCctu CKpWMNTa ANA YCTAHOBKW KaxXXAoro us3
KOMMNOHEHTOB.

9.1. Prometheus

Prometheus — cucTema MOHUTOPUHIA Pas3MYHbIX CUCTEM M MUKPOCEPBUCOB,
KoTopas € 3a/1laHHbIM MHTEPBA/IOM BPEMEHM OMNPaLLUMBAET BCE Lie/1eBble 0OBEKTHI
[NA NONYYEHNA UX METPUK.

Ona cbopa meTpuKk Ha uenesble obbekTbl (SIP Proxy, AS, MRF, Database)
YCTaHaBAMBAIOTCA 3KCMOPTEPbLI, AaHHble OT KOTOPbIX NepeaatoTcs Ha cepsep
N XxpaHATca B 6a3e JaHHbiX. CepBep Prometheus nepuoamyecky onpalivsaeTt
3KCNopTEpPbI U B C/Iy4ae UX HeAOCTYNHOCTU GopMMpyeT coobleHMa 06 olwmbKax.

Mpotokon: http, dopmaT AaHHbix: JSON, A3bIK GOPMUPOBAHUSA 3aNpPOCOB:
PromQL (Prometheus Query Language).

9.1.1. YcTaHOBKa

prometheus:
image: prom/prometheus:latest
container name: prometheus
volumes:
- ./prometheus/:/etc/prometheus/
- prometheus data:/prometheus
command:

- '—--config.file=/etc/prometheus/prometheus.yml’
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- '--storage.tsdb.path=/prometheus'

web.console.libraries=/etc/prometheus/console libraries'

- '—-web.console.templates=/etc/prometheus/consoles’
- '—--storage.tsdb.retention.time=30d"
- '--web.enable-lifecycle'

restart: unless-stopped

expose:
- 9090

ports:
- "9090:9090/tcp"

labels:

org.label-schema.group: "monitoring"

9.3.2. KoHpurypaumnoHHbi ¢ainn

global:

scrape interval: 15s
evaluation interval: 15s

# Attach these labels to any time series or alerts when
communicating with

# external systems (federation, remote storage,
Alertmanager) .

external labels:

monitor: 'docker-heplify-server'

#Alerting config
alerting:
alertmanagers:
- static configs:
- targets:

- 'mn-tasmon001:9093"

# Load and evaluate rules in this file every
'evaluation interval' seconds.

rule files:

- "alert.rules"

# A scrape configuration containing exactly one endpoint to
scrape.

scrape configs:

- job _name: 'prometheus'
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scrape interval: 10s
static_configs:

- targets: ['localhost:9090"']

- job name: 'heplify-server'
scrape interval: 5s
static configs:

- targets: ['heplify-server:9096"']

- job _name: 'node exporter prometheus'
static configs:

- targets: ['mn-tasmon002:9100', 'mn-
tasmon001:9100"','172.21.246.21:9100"','172.21.246.22:9100",'17
2.21.246.25:9100"','172.21.246.26:9100"','172.21.246.27:9100","
172.21.246.28:9100"','172.21.246.29:9100"','172.21.246.30:9100"
,'172.21.246.31:9100",'172.21.246.32:9100"', "mn-
tasasmrf020:9100"', "mn-
tasasmrf019:9100','172.21.246.35:9100"','172.21.246.36:9100","'
172.21.246.37:9100"','172.21.246.38:9100"','172.21.246.39:9100"
,'172.21.246.40:9100"','172.21.246.41:9100"','172.21.246.42:910
0','172.21.246.43:9100"',"'172.21.246.44:9100"',"'172.21.246.45:9
100','172.21.246.46:9100"','172.21.246.47:9100','172.21.246.48
:9100','172.21.246.49:9100"','172.21.246.50:9100", 'mn-
tasasmrf002:9100"', 'mn-tasasmrf001:9100"', "'mn-
tasbo002:9100','172.21.246.54:9100"','172.21.246.55:9100"', '172
.21.246.56:9100"', "'mn-tasdb002:9100"', "'mn-
tasdb001:9100"','172.21.246.59:9100"','172.21.246.60:9100"','172
.21.246.61:9100"','172.21.246.62:9100"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: ' (.+)'
replacement: '${1};"
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":;]4) ((:[0-91+)21; (.*))"

replacement: 'S${1}"'

- Jjob name: 'windows exporter prometheus'
static_configs:

- targets:
['10.50.241.131:9182"','10.50.241.132:9182"','10.50.241.133:918
2','10.50.241.134:9182"','10.50.241.135:9182"','10.50.241.136:9
182','10.50.241.137:9182"','10.50.241.138:9182"]

relabel configs:
- source labels: [instance]

target label:  tmp instance
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regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address ]
separator: ''
target label: instance
regex: ' ([":;]14) ((:[0=-91+)2]; (.*))"'

replacement: '${1}"'

- job _name: 'RTDB exporter'
scrape_ interval: 30s
scrape timeout: 25s
static configs:
- targets: ['mn-tasrtdb001:9187', 'mn-tasrtdb002:9187"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: '([":;]4) ((:[0-91+)21; (.*))"
replacement: 'S${1}"'
- job name: 'DB exporter'

scrape interval: 30s

scrape timeout: 25s

static_configs:

- targets: ['mn-tasdb001:9187', 'mn-tasdb002:9187"]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'

replacement: 'S${1};"'

- source labels: [ tmp instance,  address_ ]
separator: ''

target label: instance

regex: '([7:i]+) ((:[0-9]+)2[; (.*))"

replacement: '${1}"'

#scrape configs from freeswitch exporter man
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- Jjob name: 'freeswitch'
static_configs:

- targets: ['mn-tasasmrf020:9724"', 'mn-
tasasmrf019:9724"','172.21.246.35:9724",'172.21.246.36:9724","
172.21.246.37:9724"','172.21.246.38:9724",'172.21.246.39:9724"
,'172.21.246.40:9724",'172.21.246.41:9724"','172.21.246.42:972
4','172.21.246.43:9724",'172.21.246.44:9724"','172.21.246.45:9
724"','172.21.246.46:9724",'172.21.246.47:9724",'172.21.246.48
:9724",'172.21.246.49:9724"','172.21.246.50:9724"', '"mn-
tasasmrf002:9724"', 'mn-tasasmrf001:9724"]

metrics path: /esl
params:
module: [default]
relabel configs:
- source labels: [ address_ ]
target label:  param target
- source labels: [ param target]
target label: instance
- target label:  address

replacement: '${1}"'

- job _name: 'SIP-Proxy exporter'
scrape interval: 5s
static_configs:

- targets: ['mn-tassip001:9494', 'mn-tassip002:9494", 'mn-
tassip003:9494"', 'mn-tassip004:9494"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: '(.+)"'
replacement: '${1};"
- source labels: [ tmp instance, _ address_ ]
separator: "'

target label: instance
regex: ' ([":;]4) ((:[0-9]+)217 (.*%))"

replacement: 'S${1}"'

- job _name: 'Docker'

static_configs:
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- targets:
['172.21.246.62:9323"','172.21.246.61:9323"','172.21.246.60:932
3','172.21.246.59:9323", 'mn-tasasmrf001:9323", "mn-
tasasmrf002:9323','172.21.246.50:9323"','172.21.246.49:9323"',"
172.21.246.48:9323"',"'172.21.246.47:9323",'172.21.246.46:9323"
,'172.21.246.45:9323"','172.21.246.44:9323"','172.21.246.43:932
3','172.21.246.42:9323"','172.21.246.41:9323"','172.21.246.40:9
323','172.21.246.39:9323"','172.21.246.38:9323"','172.21.246.37
:9323"','172.21.246.36:9323"','172.21.246.35:9323"', "'mn-
tasasmrf019:9323"', 'mn-tasasmrf020:9323"', 'mn-
tasmon001:9323"', "'mn-tasmon002:9323"']

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: '(.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: "'

target label: instance
regex: ' ([":;]4) ((:[0-9]+)217 (.*%))"

replacement: 'S${1}"'

- job name: 'Cadvisor'
static_configs:

- targets: ['mn-tasmon002:8080', 'mn-
tasmon001:8080"','172.21.246.21:8080"','172.21.246.22:8080","'17
2.21.246.25:8080"','172.21.246.26:8080"','172.21.246.27:8080","'
172.21.246.28:8080"','172.21.246.29:8080"','172.21.246.30:8080"
,'172.21.246.31:8080"','172.21.246.32:8080"', "'mn-
tasasmrf020:8080"', "'mn-
tasasmrf019:8080"','172.21.246.35:8080"','172.21.246.36:8080","
172.21.246.37:8080"',"'172.21.246.38:8080",'172.21.246.39:8080"
,'172.21.246.40:8080"','172.21.246.41:8080"','172.21.246.42:808
0','172.21.246.43:8080"','172.21.246.44:8080"',"'172.21.246.45:8
080','172.21.246.46:8080"','172.21.246.47:8080"','172.21.246.48
:8080"','172.21.246.49:8080','172.21.246.50:8080"', "'mn-
tasasmrf002:8080"', 'mn-tasasmrf001:8080"', "'mn-
tasbo002:8070"','172.21.246.54:8070"','172.21.246.55:8080"','172
.21.246.56:8080"', 'mn-tasdb002:8080"', 'mn-
tasdb001:8080"','172.21.246.59:8080"','172.21.246.60:8080"','172
.21.246.61:8080"','172.21.246.62:8080"]

relabel configs:

- source labels: [instance]

target label:  tmp instance
regex: '(.+)'
replacement: '${1};"
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: '([":714) ((:[0-9]+)2|; (.*))"
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replacement: '${1}"'

- Jjob name: 'cdr sender'
static_configs:

- targets: ['mn-tasasmrf019:2120', 'mn-
tasasmrf020:2120"', 'mn-tasasmrf002:2120"', "'mn-
tasasmrf001:2120"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address ]
separator: ''

target label: instance

regex: '([":;]4) ((:[0-91+)21; (.*))"
replacement: 'S${1}"'
- job name: 'cdr receiver'

static_configs:

- targets: ['mn-tasbo002:2121', 'mn-tasdb001:2121"', 'mn-
tasdb002:2121"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([":;14) ((:[0=91H)20; (.*))"
replacement: 'S${1}"'
- job name: 'cdr exporter'

static_configs:

- targets: ['mn-tasbo002:2122"', 'mn-tasdb001:2122"', "'mn-
tasdb002:2122"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
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- source labels: [ tmp instance,  address_ ]
LN

separator:

target label: instance

regex: "([":7]+4) ((:[0-9]1+)21; (.*))"
replacement: 'S${1}"
- job name: 'as counters'

scrape_ interval: 5s
static_configs:

- targets: ['mn-tasasmrf001:2126', 'mn-
tasasmrf002:2126"', 'mn-tasasmrf019:2126"', "'mn-
tasasmrf020:2126"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":;14) ((:[0-91H)20; (. %))

replacement: 'S${1}"'

- Jjob name: 'etcd RTDB'
static_configs:
- targets: ['mn-tasrtdb001:2379', 'mn-tasrtdb002:2379"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: '${1};"
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance
regex: "([":7]4) ((:[0-9]+)21; (.*))"

replacement: 'S${1}"

- Jjob name: 'etcd DB'
static_configs:
- targets: ['mn-tasdb001:2379', 'mn-tasdb002:2379"']

relabel configs:
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- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'

replacement: '${1};"

- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: ' ([":;]14) ((:[0=-91+)2]; (.*))"'

replacement: 'S${1}"

- Jjob name: 'haproxy RTDB exporter'
static configs:
- targets: ['mn-tasrtdb001:9101', 'mn-tasrtdb002:9101"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'

replacement: '${1};"'

- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: '([":;14) ((:[0-91H)20; (. %))

replacement: 'S${1}"'

- job name: 'haproxy DB exporter'
static_configs:
- targets: ['mn-tasdb001:9101"', 'mn-tasdb002:9101"',]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'

replacement: '${1};"

- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: "([":7]4) ((:[0-9]+)21; (.*))"

replacement: 'S${1}"

- Jjob name: 'patroni exporter'

static_configs:
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- targets: ['mn-tasdb001:9547', 'mn-tasdb002:9547"', 'mn-
tasrtdb001:9547', 'mn-tasrtdb002:9547"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S${1};"'
- source labels: [ tmp instance, _ address ]
separator: ''

target label: instance

regex: '([7:;14) ((:[0-91H)2; (. %))
replacement: '${1}"'
- job name: 'keepalived RTDB exporter'

static_configs:
- targets: ['mn-tasrtdb001:9165', 'mn-tasrtdb002:9165"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)"'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([7:;14) ((:[0-91H)2; (.*))"
replacement: 'S${1}"'
- job name: 'keepalived DB exporter'

static_configs:
- targets: ['mn-tasdb001:9165', 'mn-tasdb002:9165"]

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'

replacement: 'S${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''
target label: instance
regex: '([":714) ((:[0-9]+)2|; (.*))"

replacement: '${1}"'
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- job name: 'grafana'
static_configs:
- targets: ['mn-tasmon001:9030"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: ' (.+)'
replacement: 'S{1};"'
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance

regex: ' ([":;]14) ((:[0=-91+)2]; (.*))"'
replacement: 'S${1}'
- job name: 'loki'

static _configs:
- targets: ['mn-tasmon001:3100"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"'
- source labels: [ tmp instance, _ address_ ]
separator: ''

target label: instance

regex: '([":;]4) ((:[0-91+)21; (.*))"
replacement: 'S${1}"'
- job name: 'alertmanager'

static_configs:
- targets: ['mn-tasmon001:9093"']

relabel configs:

- source labels: [instance]
target label:  tmp instance
regex: '(.+)'
replacement: '${1};"
- source labels: [ tmp instance, __ address_ ]
separator: ''

target label: instance
regex: '([":714) ((:[0-9]+)2|; (.*))"'

replacement: 'S${1}"'
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9.2. Alert Manager

3To nporpamma M3 TOro e nakeTa 4to WM Prometheus, oHa no3BonseT
COPTUPOBATL anepTbl M OTNPABAATbL COODLLEHMA TONBKO NepBbIi pas.

9.2.1. YcTaHOBKa

alertmanager:
image: prom/alertmanager:latest
container name: alertmanager
volumes:
- ./alertmanager/:/etc/alertmanager/
command :
- '—--config.file=/etc/alertmanager/config.yml'
- '--storage.path=/alertmanager'
restart: unless-stopped
expose:
- 9093
ports:
- "9093:9093/tcp"
labels:
org.label-schema.group: "monitoring"
depends on:

- grafana

9.2.2. HacTtpouku aneptoB

groups:
- name: server-alarms
rules:
- alert: server-run
expr: (node time seconds - node boot time seconds) < 1
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server {{ S$labels.instance }} DOWN"

oid: "1.3.6.1.4.1.58501.1.10.2.1.1"
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- alert: server-run-win
expr: (time() - windows system system up time) < 1
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server {{ S$labels.instance }} DOWN"

oid: "1.3.6.1.4.1.58501.1.10.2.1.1"

- alert: server-uptime

expr: (node time seconds - node boot time seconds) <=
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server uptime less then 1 min - {{
Slabels.instance }}"
oid: "1.3.6.1.4.1.58501.1.10.2.1.2"
- alert: server-uptime-win
expr: (time() - windows system system up time) <= 60
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
optionalParams: "Server uptime less then 1 min - {{
Slabels.instance }}"
oid: "1.3.6.1.4.1.58501.1.10.2.1.2"
- alert: server-hdd-85
expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} * 100)
node filesystem size bytes{mountpoint!="/boot"})) >= 85 <
for: 10s
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
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optionalParams: "Disk space usage at {{
$labels.instance }} - {{ $labels.mountpoint }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-90

expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} *
node filesystem size bytes{mountpoint!="/boot"})) >=
for: 10s
labels:

severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ $labels.mountpoint }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-95

expr: (100 -
((node filesystem avail bytes{mountpoint!="/boot"} *
node filesystem size bytes{mountpoint!="/boot"})) >=
for: 10s
labels:

severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
Slabels.instance }} - {{ $labels.mountpoint }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-85-win

expr: (windows logical disk free bytes{volume
I~"HarddiskVolume.+"})/10e8 > 1 < 5

for: 10s

labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{

100)
90 <

100)
95

S$labels.instance }} - {{ $labels.volume }} < 5 Gbytes"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-90-win

expr: (windows logical disk free bytes{volume
!~"HarddiskVolume.+"})/10e8 >= 0.1 < 1

95
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for: 10s

labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ S$labels.volume }} < 1 Gbyte"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-hdd-95-win

expr: (windows logical disk free bytes{volume
!~"HarddiskVolume.+"})/10e8 < 0.1

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Disk space usage at {{
$labels.instance }} - {{ $labels.volume }} < 100 Mbytes"

oid: "1.3.6.1.4.1.58501.1.10.2.1.3"

- alert: server-cpu-85

expr: (avg(node load5) by (instance,job) /
count (count (node_ cpu_ seconds_total) by (instance,job,cpu)) by
(instance,job) * 100) >= 85 < 90

for: 10s

labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage Smin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-90

expr: (avg(node load5) by (instance,job) /
count (count (node_cpu_seconds_total) by (instance,job,cpu)) by
(instance, job) * 100) >= 90 < 95

for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "CPU usage bSmin-avg at {{

S$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-95

expr: (avg(node load5) by (instance, job)

count (count (node cpu seconds_total) by (instance,job,cpu))

(instance, job) * 100) >= 95
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage 5Smin-avg at {{

Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-85-win

expr: (sum by (instance)
(rate (windows_cpu time total{mode!='idle'}[5m]))
>= 85 < 90

for: 10s

labels:

severity: minor
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage Smin-avg at {{

$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-90-win

expr: (sum by (instance)
(rate (windows_ cpu time total{mode!='idle'} [5m]))
>= 90 < 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage bSmin-avg at {{

$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-cpu-95-win

/ 8 * 100
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expr: (sum by (instance)
(rate (windows cpu time total{mode!='idle'}[bm])) / 8 * 100
>= 95

for: 10s

labels:

severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "CPU usage 5Smin-avg at {{
Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.4"

- alert: server-mem-85

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 85 < 90

for: 10s

labels:

severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Memory usage bSmin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-90

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 90 < 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Memory usage bSmin-avg at {{
$labels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-95

expr: (100 - ((node memory MemAvailable bytes * 100) /
node memory MemTotal bytes)) >= 95

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "Memory usage bSmin-avg at {{
$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-85-win

expr: (100 - 100 * windows os physical memory free bytes
/ windows cs physical memory bytes) >= 85 < 90

for: 10s

labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory 5Smin-avg at {{
Slabels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-90-win

expr: (100 - 100 * windows os physical memory free bytes
/ windows cs physical memory bytes) >= 90 < 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory bSmin-avg at {{
Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-mem-95-win

expr: (100 - 100 * windows_ os physical memory free bytes
/ windows cs physical memory bytes) >= 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Free physical memory 5Smin-avg at {{
S$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.5"

- alert: server-net-85

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 85 < 90
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for: 10s

labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"

optionalParams: "Network usage 5Smin-avg at {{
$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-90

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 90 < 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage Smin-avg at {{
Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-95

expr:
(irate (node network receive bytes total[5m])/100000000*100)
>= 95

for: 10s

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({
Slabels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-85-win

expr:
((rate (windows net bytes received total[5m])+rate(windows net
_bytes sent total[5m])) / 100000000 / 8 * 100) >= 85 < 90

for: 10s
labels:
severity: minor
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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optionalParams: "Network usage 5Smin-avg at {({

$labels.instance }} >85%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-90-win

>= 90 < 95

expr:
((rate (windows net bytes received total[5m])+rate(windows net
_bytes_sent_total[5m])) / 100000000 / 8 * 100)

for: 10s

labels:

severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({

Slabels.instance }} >90%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

- alert: server-net-95-win

expr:

((rate(windows net bytes received total[5m])+rate(windows net

_bytes_sent_total[5m])) / 100000000 / 8 * 100)
for: 10s
labels:
severity: major
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

optionalParams: "Network usage 5Smin-avg at {({

$labels.instance }} >95%"

oid: "1.3.6.1.4.1.58501.1.10.2.1.6"

>= 95

FHEHH A AR AR AR AR A R

HHEEHE A H A
- name: Component alerts
rules:

- alert: ServiceNode-Exporter-Prometheus-Down

expr: up{job="service node exporter prometheus"} == 0

for: 1Im

labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

optionalParams: "Service node_ exporter at
Slabels.instance }} DOWN"

oid: "1.3.6.1.4.1.58501.1.10.3.1.1"

{{
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- alert: CDR-Sender-Down
expr: up{job="cdr sender"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.2"
annotations:
title: Node {{ Slabels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: CDR-Receiver-Down
expr: up{job="cdr receiver"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.3"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: CDR-Exporter-Down
expr: up{job="cdr exporter"} == 0
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.4"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Docker-Down
expr: up{job="Docker"} == 0

for: 1m
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labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.5"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: TAS-Diameter-Down
expr: up{job="tas diameter"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.6"
annotations:

title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{

$labels.instance }} for more than 1 minute. Node seems down.

- alert: Prometheus-Down
expr: up{job="prometheus"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.7"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: PostgreSQL-Down
expr: pg up < 1
for: 1m
labels:
severity: major

serverName: "{{ $labels.instance }}"
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moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:
title: Node {{ Slabels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Al1-RTDB-PostgreSQL-Down
expr: sum(pg up{job="RTDB exporter"}) < 1
for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-DB-PostgreSQL-Down
expr: sum(pg up{job="DB exporter"}) < 1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Postgres-Exporter-Down

expr: up{job="DB exporter"} == 0 or
up{Jjob="RTDB_ exporter"} == 0

for: 1m

labels:

severity: minor

serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.8"
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annotations:
title: Node {{ S$labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: SIP-Proxy-exporter-prometheus-down
expr: up{job="SIP-Proxy exporter"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.9"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: AS-Counters-Down
expr: up{job="as counters"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.10"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Keepalived-Exporter-Down

expr: up{job="keepalived RTDB exporter"} == 0 or
up{job="keepalived DB exporter"} == 0

for: 1m

labels:

severity: minor

serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.11"

annotations:

title: Node {{ $labels.instance }} is down
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description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Keepalived-Down
expr: keepalived up < 1
for: 1Im
labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-Keepalived-RTDB-Down

expr: sum(keepalived up{job="keepalived RTDB exporter"})

<1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Keepalived-DB-Down

expr: sum(keepalived up{job="keepalived DB exporter"}) <

for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.12"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.
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- alert: SIPProxy-Down
expr: kamailio up < 1
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.13"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Al1-SIPProxy-Down
expr: sum(kamailio up) < 1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.13"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: TAS-Xsi-Events-Down
expr: up{job="tas xsi events"} == 0
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.14"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: AS-Down

expr: as_up < 1
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for: 1Im
labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.15"

annotations:
title: Node {{ $labels.instance }} is down
description: Failed to scrape {{ S$labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: All-AS-Down
expr: sum(as up) < 1
for: 1m
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.15"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Patroni-Down

expr:
node systemd unit state{name="patroni.service",state="active"

,type="simple"} < 1
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.16"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Patroni-Down

expr:
sum(node_ systemd unit state{name="patroni.service",state="act

ive", type="simple"}) < 1

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U cg
HacTpoliKe



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

for: 1m
labels:
severity: critical
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.16"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Patroni-Exporter-Down
expr: up{job="patroni exporter"} == 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.17"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Haproxy-Down

expr: haproxy up < 1 or
node systemd unit state{name="haproxy.service",state="active"
,type="simple"} < 1

for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy—-RTDB-Down
expr: sum(haproxy up{job="haproxy RTDB exporter"}) < 1
for: 1m

labels:
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severity: critical

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy-DB-Down
expr: sum(haproxy up{job="haproxy DB exporter"}) < 1
for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: All-Haproxy-Down

expr: sum(haproxy up) < 1 or
sum(node systemd unit state{name="haproxy.service",state="act
ive", type="simple"}) < 1

for: 1Im
labels:
severity: critical
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.18"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: Haproxy-exporter-Down

expr: up{job="haproxy RTDB exporter"} == 0 or
up{job="haproxy DB exporter"} == 0

for: 1m

labels:

severity: minor
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serverName:
moduleName:
oid: "1.3.6.
annotations:
title: Node

description:
$labels.instance }

"{{ $labels.instance }}"
"{{ S$labels.job }}"
1.4.1.58501.1.10.3.1.19"

{{ $labels.instance }} is down

Failed to scrape {{ $labels.job }} on {{
} for more than 1 minute. Node seems down.

- alert: Etcd-Down
expr: up{job="etcd RTDB"} == 0 or up{job="etcd DB"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.20"
annotations:
title: Node {{ $labels.instance }} is down
description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute.

- alert:

expr: sum(up{job="etcd RTDB"})

for: 1m

labels:
severity:
serverName:
moduleName:
oid:

annotations:

title: Node

description:
$labels.instance }} for more than 1 minute.

- alert:

expr: sum(up{job="etcd DB"})

for: 1m

labels:
severity:
serverName:

moduleName:

oid:

"1.3.6.

1030 B0

Node seems down.

All-Etcd-RTDB-Down

0

critical

"{{ S$labels.instance }}"
"{{ $labels.job }}"
1.4.1.58501.1.10.3.1.20"

{{ $labels.instance }} is down

Failed to scrape {{ S$labels.job }} on {{
Node seems down.

All-Etcd-DB-Down

0

critical

"{{ $labels.instance }}"
"{{ $labels.job }}"
1.4.1.58501.1.10.3.1.20"
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annotations:
title: Node {{ S$labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Alertmanager-Down
expr: up{job="alertmanager"} == 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.21"
annotations:
title: Node {{ $labels.instance }} 1s down

description: Failed to scrape {{ S$labels.job }} on {{
S$labels.instance }} for more than 1 minute. Node seems down.

- alert: NodeExporter-Prometheus-Down
expr: up{job="node exporter prometheus"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.22"
annotations:

title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Grafana-Down
expr: up{job="grafana"} == 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.23"
annotations:

title: Node {{ $labels.instance }} is down
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description: Failed to scrape {{ $labels.job }} on {{
$labels.instance }} for more than 1 minute. Node seems down.

- alert: Windows-Exporter-Down
expr: up{job="windows exporter prometheus"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.24"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

Slabels.instance }} for more than 1 minute. Node seems down.

- alert: Loki-Down
expr: up{job="1loki"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.25"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ S$labels.job }} on {{

$labels.instance }} for more than 1 minute. Node seems down.

- alert: Cadvisor-Down
expr: up{job="Cadvisor"} == 0
for: 1Im
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.26"
annotations:
title: Node {{ $labels.instance }} is down

description: Failed to scrape {{ $labels.job }} on {{

S$labels.instance }} for more than 1 minute. Node seems down.

63



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

- alert: sn2gn down

expr: absent (container start time seconds{name="sn2qgn"})

for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.3.1.27"
annotations:
title: Node sn2gn is down

description: sn2gn on mn-ccsrv1e3 is down

alert: monitor service down

expr: up ==
for: 1Im
labels:

severity: minor

annotations:

summary: "Monitor service non-operational"

description: "Service {{ $labels.instance }} is down."

iggdassddsssdasddsaaddddsisadaadddaataddddaaaaan R R Add i

HH#f a4 4SS S
- name: Metrics alerts

rules:

- alert: High-CDR-ProcessingErrors

expr: rate(cdr processing errors[lm])

for: 1m
labels:

severity: major

serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.1"

annotations:

summary: "High-CDR-ProcessingErrors"

description: "High-CDR-ProcessingErrors"

- alert: CDR-LastProcessedTime-10Min

expr: cdr_ last processed time > 10

for: 1m
labels:

severity: warning
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.2"
annotations:

summary: "cdr last processed time"

description: "cdr last processed time"

- alert: CDR-LastReadTime-10Min
expr: cdr_ last read time > 10
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.3"
annotations:
summary: "cdr last read time"

description: "cdr last read time"

- alert: High-500Http-Rate

ratefzigﬁhttp_metric_handler_requests_total{code="500"}[lm])
> 0
for: 5m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.5"
annotations:

summary: "promhttp metric handler requests total"

description: "promhttp metric handler requests total"

- alert: High-503Http-Rate

expr:
rate (promhttp metric handler requests total{code="503"}[1m])
> 0

for: 5Sm
labels:
severity: warning
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.6"
annotations:
summary: "promhttp metric handler requests total"

description: "promhttp metric handler requests total"

- alert: GetStartPosition-Errors
expr: rate(get start pos queries error[lm]) > 0
for: 5m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.7"
annotations:
summary: "get start pos queries error"

description: "get start pos queries error"

- alert: GetStartPosition-DB-Errors
expr: rate(get start pos db error[lm]) > 0
for: 5m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.8"
annotations:
summary: "get start pos db error"

description: "get start pos db error"

- alert: ProcessCdr-Errors
expr: rate(process_cdr_ error[lm]) > 0
for: 5m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.9"

annotations:
summary: "process cdr_ error"
description: "process cdr error"
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- alert: Process-CDR-DB-Error
expr: rate(process cdr db error[lm]) > O
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.10"
annotations:
summary: "process cdr db error"

description: "process cdr db error"

- alert: CDR-ProcessigTime-Above3Min
expr: avg_cdr processing time > 3
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.11"
annotations:
summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: CDR-ProcessigTime-AbovebMin
expr: avg_cdr processing time > 5
for: 2m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.12"
annotations:
summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: CDR-ProcessigTime-AbovelOMin
expr: avg_cdr processing time > 10
for: 2m
labels:

severity: major
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.13"
annotations:

summary: "avg cdr processing time"

description: "avg cdr processing time"

- alert: High-Process-Open-Fds
expr: process_open fds / process max fds > 0.8
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.14"
annotations:
summary: "process open fds"

description: "process open fds"

- alert: CDR-ExportTime-DetailedRecords-10Min
expr: last cdr export time detailed records > 10
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.15"
annotations:
summary: "last cdr export time detailed records"

description: "last cdr export time detailed records"

- alert: CDR-ExportTime-Records-10Min
expr: last cdr export time records > 10
for: 1m
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.16"
annotations:

summary: "last cdr export time records"
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description: "last cdr export time records"

- alert: Last-Export-SuccessFlag-DetailedRecords-10Min
expr: last export success flag detailed records > 10
for: 1m
labels:

severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.17"
annotations:
summary: "last export success flag detailed records"

description:
"last export success flag detailed records"

- alert: Last-Export-SuccessFlag-Records-10min
expr: last export success flag records > 10
for: 1Im
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.18"
annotations:

summary: "last export success flag records"

description: "last export success flag records"

- alert: High-Export-Errors-Rate
expr: rate(total export errors[lm]) > 0
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.21"
annotations:
summary: "total export errors"

description: "total export errors"

- alert: High-Export-Errors-DetailedRecords-Rate

expr: rate(total export errors detailed records[lm]) > 0
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for: 2m
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.22"
annotations:
summary: "total export errors detailed records"

description: "total export errors detailed records"

- alert: CdrExporter-Total-Export-Errors-Records
expr: rate(total export errors records[lm]) > O
for: 1Im
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.23"
annotations:

summary: "total export errors records"

description: "total export errors records"

- alert: All-Haproxy-Backend-Is-Down
expr: count by (backend) (haproxy backend up) < 1
for: 30s
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.24"
annotations:
summary: "All-Haproxy-Backend-Is-Down"

description: "All-Haproxy-Backend-Is-Down"

- alert: Haproxy-Backend-Down
expr: haproxy backend up < 1
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.24"
annotations:
summary: "haproxy backend up"

description: "haproxy backend up"

- alert: High-Haproxy-Front-Errors-Rate
expr: rate (haproxy frontend request errors total[lm])
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.25"
annotations:
summary: "haproxy exporter csv _parse failures total"

description:
"haproxy exporter csv parse failures total"

- alert: Haproxy-Frontend-Security-Blocked-Requests

expr: rate(haproxy frontend requests denied total[lm])

for: 2m
labels:

severity: warning

serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.26"
annotations:

summary: "haproxy frontend request errors total"

description: "haproxy frontend request errors total"

- alert: Haproxy-Server-Healthcheck-Failure
expr: rate(haproxy server check failures total[lm]) >
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.27"
annotations:
summary: "haproxy frontend requests denied total"

description: "haproxy frontend requests denied total

>

"w

0

>

71



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

- alert: High-Haproxy-Httpbxx-Rate

expr:
rate (haproxy backend http responses total{code="5xx"}[1m])
0

for: 1m

labels:

severity: warning

serverName: "{{ S$labels.instance }}"

moduleName: "{{ $labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.28"
annotations:

summary: "haproxy server check failures total"

description: "haproxy server check failures total"

- alert: High-Haproxy-Session-Rate

expr: haproxy backend max session rate /
haproxy backend limit sessions > 0.8

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.29"
annotations:
summary: "haproxy server connection errors total"

description: "haproxy server connection errors total"

- alert: Haproxy-Server-Response-Errors
expr: rate (haproxy server response errors_total[lm]) >
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.30"
annotations:
summary: "haproxy server response errors_ total"

description: "haproxy server response errors total"

- alert: EtcdNoLeader

expr: etcd server has leader gauge < 1
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for: 1m
labels:
severity: major
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "EtcdNoLeader"

description: "EtcdNoLeader"

- alert: Etcd-High-Http-Failed
expr: rate(etcd http failed total[lm]) > O
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "etcd http failed total"
description: "etcd http failed total"

- alert: High-Etcd-Leader-Change
expr: increase (etcd server has leader([10m]) > 2
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.31"
annotations:
summary: "High-Etcd-Leader-Change"

description: "High-Etcd-Leader-Change"

- alert: SIP-Proxy core shmmem used

expr: kamailio core shmmem used >
kamailio core shmmem total

for: 10m
labels:
severity: major

serverName: "{{ $labels.instance }}"
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moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.32"
annotations:
summary: "SIP-Proxy core shmmem used"

description: "SIP-Proxy core shmmem used"

- alert: SIPProxy-Failed-Scrapes
expr: rate(kamailio exporter failed scrapes[lm]) > 0
for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Failed-Scrapes"

description: "SIPProxy-Failed-Scrapes"

- alert: SIPProxy-High-Shmem-Usage

expr: kamailio core shmmem used /
kamailio core shmmem total > 0.8

for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Shmem-Usage"

description: "SIPProxy-High-Shmem-Usage"

- alert: SIPProxy-Target-Lost-AS

expr:

kamailio dispatcher list target{uri=~"sip:10.13.106.89:5055]s
ip:10.13.106.89:5065|s1p:10.13.106.89:5050[sip:10.13.106.89:5

060"} < 1
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
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annotations:
summary: "SIPProxy-Target-Lost-AS"

description: "SIPProxy-Target-Lost-AS"

- alert: SIPProxy-Target-Lost-Cscf

expr:
kamailio dispatcher list target{uri=~"sip:10.13.106.89:5055]s
ip:10.13.106.89:5065]s1p:10.13.106.89:5050|sip:10.13.106.89:5

060"} < 1
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Target-Lost-Cscf"

description: "SIPProxy-Target-Lost-Cscf"

- alert: SIPProxy-High-Tm5xx-Rate

expr:
rate (kamailio tm stats codes total{code=~"5xx"}[5m]) > 0.1

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Tm5xx-Rate"

description: "SIPProxy-High-Tmb5xx—-Rate"

- alert: SIPProxy-High-Tm6xx-Rate

expr:
rate(kamailio tm stats codes total{code=~"6xx"}[5m]) > 0.1

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:

summary: "SIPProxy-High-Tm6xx—-Rate"
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description: "SIPProxy-High-Tm6xx—-Rate"

- alert: SIPProxy-High-Tm4xx-Rate

expr:
rate(kamailio tm stats codes total{code=~"4xx"}[5m]) > 0.1

for: 1Im
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Tm4xx—-Rate"

description: "SIPProxy-High-Tm4xx-Rate"

- alert: SIPProxy-High-Diff-TmCreated-Freed

expr: rate(kamailio tm stats created total[l0Om]) -
rate (kamailio tm stats freed total[l0Om]) > 0.02

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-High-Diff-TmCreated-Freed"

description: "SIPProxy-High-Diff-TmCreated-Freed"

- alert: SIPProxy-Hgh-TmDelayed-Rate
expr: rate(kamailio tm stats delayed free total[lm]) >
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-Hgh-TmDelayed-Rate"

description: "SIPProxy-Hgh-TmDelayed-Rate"

- alert: SIPProxy-TnWaiting

expr: kamailio tm stats waiting > 0
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for: 1m
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.33"
annotations:
summary: "SIPProxy-TnWaiting"

description: "SIPProxy-TnWaiting"

- alert: Tas-Xsi-Events-Error-Rate
expr: rate(error requests[lm]) > O
for: 2m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.34"
annotations:
summary: "Tas-Xsi-Events-Error-Rate"

description: "Tas-Xsi-Events-Error-Rate"

- alert: Tas-Xsi-Events-NoEvents
expr: rate(events[1l0m]) == 0
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.34"
annotations:
summary: "Tas-Xsi-Events-NoEvents"

description: "Tas-Xsi-Events-NoEvents"

- alert: TASDiameter-NoAca
expr: rate (NoACA[Im]) > O
for: 5Sm
labels:
severity: major
serverName: "{{ S$labels.instance }}"

moduleName: "{{ S$labels.job }}"
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oid: "1.3.6.1.4.1.58501.1.10.4.1.35"
annotations:
summary: "tas diameter NoACA"
description: "tas diameter NoACA"
- alert: TASDiameter-NoAcr
expr: rate (ACR[10m]) == 0
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.36"
annotations:
summary: "TASDiameter-NoAcr"
description: "TASDiameter-NoAczr"
- alert: TASDiameter-Queue-Size
expr: QueueSize > 0
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.36"
annotations:
summary: "TASDiameter-Queue-Size"
description: "TASDiameter-Queue-Size"

alert: AS-High-CPU-Usage

.instance }}"
.job }}"
.1.10.4.1.37"

expr: as_current idle cpu < 20
for: 1Im
labels:
severity: major
serverName: "{{ S$labels
moduleName: "{{ $labels
oid: "1.3.6.1.4.1.58501
annotations:
summary: "AS-High-CPU-Usage"
description: "AS-High-CPU-Usage"

E-IMS Core. PykoBoACTBO MO YCTaHOBKe U
HacTpoliKe

78



PYyKOBOACTBO NO yCTaHOBKe 1 HacTpolke E-IMS Core

- alert: AS-High-Current-Sessions
expr: as_current sessions / as max sessions > 0.8
for: 1m
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-High-Current-Sessions"

description: "AS-High-Current-Sessions"

- alert: AAS-High-Sps
expr: as_current sps / as max sps > 0.8
for: 1Im
labels:
severity: major
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AAS-High-Sps"
description: "AAS-High-Sps"

- alert: AS-Counters-High-MT503-Rate
expr: rate (number 503 MT session[1lm]) > 0.1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MT503-Rate"

description: "AS-Counters-High-MT503-Rate"

- alert: AS-Counters-High-MO503-Rate
expr: rate (number 503 MO session[1lm]) > 0.1
for: 1m
labels:

severity: warning
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serverName: "{{ $labels.instance }}"

moduleName: "{{ S$labels.job }}"

oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:

summary: "AS-Counters-High-MO503-Rate"

description: "AS-Counters-High-MO503-Rate"

- alert: AS-Counters-High-MT603-Rate
expr: rate(number 603 MT session[1lm]) > 0.1
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MT603-Rate"

description: "AS-Counters-High-MT603-Rate"

- alert: AS-Counters-High-MO603-Rate
expr: rate(number 603 MO session[1lm]) > 0.1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.37"
annotations:
summary: "AS-Counters-High-MO603-Rate"
description: "AS-Counters-High-MO603-Rate"

- alert: Alertmanager-IsFailing-Sending-Notifications

expr: rate(alertmanager notifications failed total[lm])

for: 1m
labels:
severity: minor
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.38"

annotations:
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summary: "Alertmanager-IsFailing-Sending-Notifications"

description: "Alertmanager-IsFailing-Sending-
Notifications"

- alert: Container-High-Cpu-Usage
expr: rate(container cpu usage secons_totadl[lm]) > 0.3
for: 1Im
labels:
severity: warning
serverName: "{{ S$labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-High-Cpu-Usage"

description: "Container-High-Cpu-Usage"

- alert: Container-Last-Seen
expr: time() - container last seen > 60
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-Last-Seen"

description: "Container-Last-Seen"

- alert: Container-Cpu-Usage-IsAbove80

expr:
(sum(rate (container cpu usage seconds total{name!=""}[3m]))
BY (instance, name) * 100) > 80

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.39"
annotations:
summary: "Container-Cpu-Usage-IsAbove80"

description: "Container-Cpu-Usage-IsAbove80"
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- alert: Keep-Become-Master-Rate

expr: rate (keepalived become master total[l0m])

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.40"
annotations:
summary: "Keep-Become-Master—-Rate"

description: "Keep-Become-Master-Rate"

alert: Keep-Auth-Fail-Rate

expr: rate(keepalived authentication failure total[1l0m])

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.40"
annotations:
summary: "Keep-Auth-Fail-Rate"

description: "Keep-Auth-Fail-Rate"

alert: PostgreSQL-Exporter-Error
expr: pg exporter last scrape error > 0
for: 1m
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-Exporter-Error"

description: "PostgreSQL-Exporter-Error"

- alert: PostgreSQL-DeadLocks

expr:

for: 1m
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labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ $labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-DeadLocks"

description: "PostgreSQL-DeadLocks"

- alert: PostgreSQL-High-Rollback-Rate

expr:
rate (pg_stat database xact rollback{datname!~"template.*"} [3m

1) /
rate (pg_stat database xact commit{datname!~"template.*"}[3m])
> 0.02

for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-High-Rollback-Rate"

description: "PostgreSQL-High-Rollback-Rate"

- alert: PostgreSQL-Commit-Rate-Low
expr: rate(pg stat database xact commit[Im]) < 1
for: 1Im
labels:
severity: warning
serverName: "{{ $labels.instance }}"
moduleName: "{{ S$labels.job }}"
oid: "1.3.6.1.4.1.58501.1.10.4.1.41"
annotations:
summary: "PostgreSQL-Commit-Rate-Low"

description: "PostgreSQL-Commit-Rate-Low"
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9.3. Nodeexporter

Nodeexporter 3aHMMaeTcss cOOPOM CUCTEMHbBIX METPUK (MpoLeccop, NamsaTb,
nT. 4.).

9.3.1. YcTaHOBKa

nodeexporter:
image: prom/node-exporter:latest
container name: nodeexporter
user: root
privileged: true
volumes:
- /proc:/host/proc:ro
- /sys:/host/sys:ro
- /:/rootfs:ro
command :
- '—--path.procfs=/host/proc’
- '—--path.sysfs=/host/sys'

- '—--collector.filesystem.ignored-mount-—
points="/(sys|proc|dev|host|etc) ($S|/)"

restart: unless-stopped
expose:

- 9100

- 9182

- 9724
ports:

- "9100:9100/tcp"

- "9182:9182/tcp"

- "9724:9724/tcp"
labels:

org.label-schema.group: "monitoring"
depends_on:

- prometheus
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9.4. Grafana

Grafana — 370 nnatdopma ONA BM3yanM3auUMM, MOHWUTOPUHIA W aHanM3a
JaHHbIX. Vcnonb3yeT meTpukum Prometheus, n oTobpaxaeT ux B BuAe
NHPOPMATUBHBIX FPAdUKOB M AMarpaMm, OPraHM30BaHHbLIX B HacTpanBaemble
naHenu.

Grafana no3BonseT co3nasath pasnnyHble dashboard gna oTobpaxkeHus pasHbIX
cpe3oB JAdaHHbIX, TPpynnmpoBaTb W arpernpoBatb JAdaHHble MO Pa3/INYHbIM
napameTpam.

Grafana nmeet cobetBeHHbIM WEB nHTEpdeiic, XxpaHUT AaHHble NOAb30BaTeNel
C PasNIMYHbIMM NpaBaMm AOCTyNa.

9.4.1. YcTaHOBKa

grafana:
image: grafana/grafana:master
container name: grafana
volumes:
- grafana data:/var/lib/grafana
- ./grafana/provisioning/:/etc/grafana/provisioning/
environment:
- GF_SECURITY ALLOW EMBEDDING=true
- GF_AUTH ANONYMOUS ENABLED=true
- GF_AUTH ANONYMOUS ORG_ROLE=Viewer
- GF_AUTH OAUTH AUTO LOGIN=true
- GF_SECURITY_ADMIN_USER:${ADMIN_USER:—admin}
- GF_SECURITY_ADMIN_PASSWORD=${ADMIN_PASSWORD:—admin}
- GF_USERS_ALLOW_SIGN UP=false
- GF _EXPLORE ENABLED=true
restart: unless-stopped
expose:
- 9030
ports:
- "9030:3000"
healthcheck:

test: ["CMD-SHELL", "wget --quiet --tries=1 --spider
http://localhost:3000/1login || exit 1"]

interval: 1s

timeout: 3s

retries: 30
labels:

org.label-schema.group: "monitoring"
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9.5. Loki

Grafana Loki — 370 Habop KOMMOHEHTOB A5 MOJHOLEHHON CUCTEMbI PaboTbl C

Noramu.

9.5.1. YcTaHOBKa

loki:
image: grafana/loki
container name: loki
restart: unless-stopped
expose:
- 3100
ports:
"3100:3100"
labels:

org.label-schema.group:

"monitoring"
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9.6. SNMP notifier

SNMP notifier asnaeTtca npokcupyrowmm moayaem mexay Alertmanager u
BHEWHMMM CUCTEMAMM 1 OTBEYAET 3a OTNPABKY sNnmp trap.

SNMP trap UID 3a4atoTca B COOTBETCTBMM C KOPMOPATUBHOM CTPYKTypoi UID u
ona TAS umetoT npedmke: .1.3.6.1.4.1.19792.30.1.

9.6.1. YcTaHOBKa

CnepBa ckavaTb-pacnakoBaTb snmp_notifier Ha HyXHbI cepsep.

3anyckaem M3 nanku ¢ BMHAPHUKOM KOMaHZOWM, coaepkalier dnar, KoTopblit
onpeaendaeT ¢pain c TEMNAENTaMM aNlepTOB, YKa3blBaeT NPOCAYLWIMBAEMbIA NOPT
Ha JIOKaNXocCTe, YKasbiBaeT agpec cepsepa ¢ SNMPD v Tpany no ymo/i4aHuto.

./snmp notifier --snmp.trap-description-template=description-
template.tpl --web.listen-address=:9464 --
snmp.destination=192.168.151.107:162 --snmp.trap-default-
0id="1.3.6.1.4.1.98789.0.1"

Ha atom ke (Mnn Ha Kakom npoyem) cepsepe ctasum SNMPD

yum install net-snmp-utils net-snmp-devel net-snmp

BHOCMM HaCTpOMKK:

Knagém MIB-file 8 /usr/share/snmp/mibs

echo "agentAddress 192.168.151.107" >> /etc/snmp/snmpd.conf

echo "snmpTrapdAddr 192.168.151.107" >>
/etc/snmp/snmptrapd.conf

echo "disableAuthorization yes" >> /etc/snmp/snmptrapd.conf

systemctl restart snmptrapd.service && systemctl restart
snmpd.service
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